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NEW QUESTION 1
- (Exam Topic 1)
Security analysts are conducting an investigation of an attack that occurred inside the organization’s network. An attacker was able to connect network traffic
between workstation throughout the network. The analysts review the following logs:

The layer 2 address table has hundred of entries similar to the ones above. Which of the following attacks has MOST likely occurred?

A. SQL injection
B. DNS spoofing
C. MAC flooding
D. ARP poisoning

Answer: D

NEW QUESTION 2
- (Exam Topic 1)
Which of the following is the BEST example of a cost-effective physical control to enforce a USB removable media restriction policy?

A. Putting security/antitamper tape over USB ports logging the port numbers and regularly inspecting the ports
B. Implementing a GPO that will restrict access to authorized USB removable media and regularly verifying that it is enforced
C. Placing systems into locked key-controlled containers with no access to the USB ports
D. Installing an endpoint agent to detect connectivity of USB and removable media

Answer: B

NEW QUESTION 3
- (Exam Topic 3)
The facilities supervisor for a government agency is concerned about unauthorized access to environmental systems in the event the staff WiFi network is
breached. Which of the blowing would BEST address this security concern?

A. install a smart meter on the staff WiFi.
B. Place the environmental systems in the same DHCP scope as the staff WiFi.
C. Implement Zigbee on the staff WiFi access points.
D. Segment the staff WiFi network from the environmental systems network.

Answer: B

NEW QUESTION 4
- (Exam Topic 3)
hich of the following is the BEST method for ensuring non-repudiation?

A. SSO
B. Digital certificate
C. Token
D. SSH key

Answer: B

NEW QUESTION 5
- (Exam Topic 3)
A database administrator needs to ensure all passwords are stored in a secure manner, so the administrate adds randomly generated data to each password
before string. Which of the following techniques BEST explains this action?

A. Predictability
B. Key stretching
C. Salting
D. Hashing

Answer: C

Explanation: 
https://www.techtarget.com/searchsecurity/definition/salt

NEW QUESTION 6
- (Exam Topic 3)
ecent changes toa company's BYOD policy require all personal mobile devices to use a two-factor authentication method that Is not something you know or have.
Which of the following will meet this requirement?

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full SY0-601 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/SY0-601-exam-dumps.html (913 New Questions)

A. Facial recognition
B. Six-digit PIN
C. PKI certificate
D. Smart card

Answer: C

NEW QUESTION 7
- (Exam Topic 3)
Which of the following allows for functional test data to be used in new systems for testing and training purposes to protect the real data?

A. Data encryption
B. Data masking
C. Data deduplication
D. Data minimization

Answer: B

Explanation: 
https://ktechproducts.com/Data-mask#:~:text=Data%20Masking%20is%20a%20method%20of%20creating%20 The main reason for applying masking to a data
field is to protect data that is classified as personally
identifiable information, sensitive personal data, or commercially sensitive data. However, the data must remain usable for the purposes of undertaking valid test
cycles. It must also look real and appear consistent. It is more common to have masking applied to data that is represented outside of a corporate production
system. In other words, where data is needed for the purpose of application development, building program extensions and conducting various test cycles
https://en.wikipedia.org/wiki/Data_masking

NEW QUESTION 8
- (Exam Topic 3)
An attacker is exploiting a vulnerability that does not have a patch available. Which of the following is the attacker exploiting?

A. Zero-day
B. Default permissions
C. Weak encryption
D. Unsecure root accounts

Answer: A

NEW QUESTION 9
- (Exam Topic 3)
Users have been issued smart cards that provide physical access to a building. The cards also contain tokens that can be used to access information systems.
Users can log m to any thin client located throughout the building and see the same desktop each time. Which of the following technologies are being utilized to
provide these capabilities? (Select TWO)

A. COPE
B. VDI
C. GPS
D. TOTP
E. RFID
F. BYOD

Answer: BE

NEW QUESTION 10
- (Exam Topic 4)
A network administrator is concerned about users being exposed to malicious content when accessing company cloud applications. The administrator wants to be
able to block access to sites based on the AUP. The users must also be protected because many of them work from home or at remote locations, providing on-site
customer support. Which of the following should the administrator employ to meet these criteria?

A. Implement NAC.
B. Implement an SWG.
C. Implement a URL filter.
D. Implement an MDM.

Answer: B

NEW QUESTION 11
- (Exam Topic 4)
nteping a secure area requires passing though two doors, both of which require someone who is already inside to initiate access. Which of the following types of
physical security controls does this describe?

A. Cameras
B. Faraday cage
C. Access control vestibule
D. Sensors
E. Guards

Answer: C
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NEW QUESTION 12
- (Exam Topic 5)
Which of the following environments would MOST likely be used to assess the execution of component parts of a system at both the hardware and software levels
and to measure performance characteristics?

A. Test
B. Staging
C. Development
D. Production

Answer: A

NEW QUESTION 13
- (Exam Topic 5)
As part of a company's ongoing SOC maturation process, the company wants to implement a method to share cyberthreat intelligence data with outside security
partners. Which of the following will the company MOST likely implement?

A. TAXII
B. TLP
C. TTP
D. STIX

Answer: C

NEW QUESTION 14
- (Exam Topic 5)
A secunity engineer needs to create a network segment that can be used for servers thal require connections from untrusted networks. Which of the following
should the engineer implement?

A. An air gap
B. A hot site
C. A VUAN
D. A screened subnet

Answer: D

NEW QUESTION 15
- (Exam Topic 5)
Whiich of the following Gieuster recovery tests ie the LEAST time coneuntng for tie easier recovery tearm?

A. Tabletop
B. Parallel
C. Full interruption
D. Simulation

Answer: A

NEW QUESTION 16
- (Exam Topic 5)
A company is implementing a new SIEM to log and send alerts whenever malicious activity is blocked by its antivirus and web content filters. Which of the following
is the primary use case for this scenario?

A. Implementation of preventive controls
B. Implementation of detective controls
C. Implementation of deterrent controls
D. Implementation of corrective controls

Answer: B

NEW QUESTION 17
- (Exam Topic 6)
A new security engineer has started hardening systems. One of the hardening techniques the engineer is using involves disabling remote logins to the NAS. Users
are now reporting the inability to use SCP to transfer files to the NAS, even through the data is still viewable from the user’s PCs. Which of the following is the
most likely cause of this issue?

A. TFTP was disabled on the local hosts
B. SSH was turned off instead of modifying the configuration file
C. Remote login was disabled in the networkd.config instead of using the sshd.conf
D. Network services are no longer running on the NAS

Answer: C

NEW QUESTION 18
- (Exam Topic 6)
A company is concerned about individuals dnvmg a car into the building to gam access Which of the following security controls would work BEST to prevent this
from happening?
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A. Bollard
B. Camera
C. Alarms
D. Signage
E. Access control vestibule

Answer: A

Explanation: 
A bollard would work best to prevent individuals from driving a car into the building. A bollard is a short, vertical post that can be used to block vehicles from
entering a designated area. It is specifically designed to stop cars from crashing into buildings or other structures.

NEW QUESTION 19
- (Exam Topic 6)
The compliance team requires an annual recertification of privileged and non-privileged user access. However, multiple users who left the company six months
ago still have access. Which of the following would have prevented this compliance violation?

A. Account audits
B. AUP
C. Password reuse
D. SSO

Answer: A

Explanation: 
Account audits are periodic reviews of user accounts to ensure that they are being used appropriately and that access is being granted and revoked in accordance
with the organization's policies and procedures. If the compliance team had been conducting regular account audits, they would have identified the users who left
the company six months ago and ensured that their access was revoked in a timely manner. This would have prevented the compliance violation caused by these
users still having access to the company's systems.
To prevent this compliance violation, the company should implement account audits. An account audit is a regular review of all user accounts to ensure that they
are being used properly and that they are in compliance with the company's security policies. By conducting regular account audits, the company can identify
inactive or unused accounts and remove access for those users. This will help to prevent compliance violations and ensure that only authorized users have access
to the company's systems and data.

NEW QUESTION 20
- (Exam Topic 6)
Sales team members have been receiving threatening voicemail messages and have reported these incidents to the IT security team. Which of the following would
be MOST appropriate for the IT security team to analyze?

A. Access control
B. Syslog
C. Session Initiation Protocol traffic logs
D. Application logs

Answer: B

Explanation: 
Syslogs are log files that are generated by devices on the network and contain information about network activity, including user logins, device connections, and
other events. By analyzing these logs, the IT security team can identify the source of the threatening voicemail messages and take the necessary steps to address
the issue

NEW QUESTION 21
......
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