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NEW QUESTION 1
What can you protect by using the information protection solution in the Microsoft 365 compliance center?

A. computers from zero-day exploits

B. users from phishing attempts

C. files from malware and viruses

D. sensitive data from being exposed to unauthorized users

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/information- protection?view=0365-worldwide

NEW QUESTION 2

What is the purpose of Azure Active Directory (Azure AD) Password Protection?

A. to control how often users must change their passwords

B. to identify devices to which users can sign in without using multi-factor authentication (MFA)
C. to encrypt a password by using globally recognized encryption standards

D. to prevent users from using specific words in their passwords

Answer: D

Explanation:

Azure AD Password Protection detects and blocks known weak passwords and their variants, and can also block additional weak terms that are specific to your

organization.

With Azure AD Password Protection, default global banned password lists are automatically applied to all users in an Azure AD tenant. To support your own

business and security needs, you can define entries in a custom banned password list.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad-on-premises

NEW QUESTION 3
HOTSPOT
Select the answer that correctly completes the sentence.

Compliance Manager can be directly accessed from the

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

Solution:

Compliance Manager can be directly accessed from the

Microsoft 365 admin center.

Microsoft 365 Defender portal.
Microsoft 365 Compliance Center
Microsoft Support portal.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 4

Which Microsoft portal provides information about how Microsoft manages privacy, compliance, and security?
A. Microsoft Service Trust Portal

B. Compliance Manager

C. Microsoft 365 compliance center

D. Microsoft Support

Answer: A

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-service-trust-portal ?view=0365-worldwide
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NEW QUESTION 5
DRAG DROP
Match the Microsoft 365 insider risk management workflow step to the appropriate task.

To answer, drag the appropriate step from the column on the left to its task on the right. Each step may be used once, more than once, or not at all.
NOTE: Each correct match is worth one point.

Steps Answer Area
AcKion ! ' Review and filter alerts
| Investigate . RS LRSS -
B8 : ' Create cases in the Case dashboard
Triage f =5 S .
g : ' Send a reminder of corporate policies to users
Solution:
Steps Answer Area
|r Action | J h : ,
e I N | Triage " Review and filter alerts
== e
| Investigate \ : -
L____;__E___ i . Investigate | Create cases in the Case dashboard
. =il e s s o o
Triage ' i
== g_ _______ ! | Action : Send a reminder of corporate policies to users

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 6
Which Microsoft 365 feature can you use to restrict users from sending email messages that contain lists of customers and their associated credit card numbers?

A. retention policies

B. data loss prevention (DLP) policies
C. conditional access policies

D. information barriers

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dlp?view=0365-worldwide

NEW QUESTION 7

HOTSPOT
Select the answer that correctly completes the sentence.
Anvaer Area
PSR NSk r":aﬂﬂ-{_]{f"{'l"-'. g Lf.l"i'll._:.'l_.ll"l.‘_'\ﬂ roum Thee MarrerLoft Puryiesw OO phance p gt -
Moo 365 Mdmen Cenler
Miciosoft Purveew comphance portal
Mcrosoft 365 Defendar portal
Microsoft Defender for Cloud Apps portal
Solution:
Angwer Area
FiSEET NSk r".an.:-:_]cr"{-r-{ g LC.I'\'II._:'I..IFI.‘.'U frcam Thee Mar resioft Pusrvess CorT phance p i T il -

Microsoft 365 admin center.

Microsoft Purview comphance portal

Mbwcrosoft 365 Detender portal

Microsoft Defender for Cloud Apps portal

Does this meet the goal?
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A. Yes
B. No

Answer: A

NEW QUESTION 8

What should you use in the Microsoft 365 security center to view security trends and track the protection status of identities?

A. Attack simulator
B. Reports

C. Hunting

D. Incidents

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/reports-and-insights-in-security- and-compliance?view=0365-worldwide

NEW QUESTION 9

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Statements Yes

Security defaults require an Azure Active Directory (Azure AD) Premium license.

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication
(MFA).

Solution:

Statements Yes

Security defaults require an Azure Active Directory (Azure AD) Premium license. 1y

Security defaults can be enabled for a single Azure Active Directory (Azure AD) user.

When Security defaults are enabled, all administrators must use multi-factor authentication

(MFA). -

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 10

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements
Control is a key privacy principle of Microsoft.
Transparency is a key privacy principle of Microsoft.
Shared responsibility is a key privacy principle of Microsoft.
Solution:
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Answer Area
Statements Yes No
Control is a key privacy principle of Microsoft. TCE_; O
Transparency is a key privacy principle of Microsoft. f J Q

Shared responsibility is a key privacy principle of Microsoftt. O 1O

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 11

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
When you enable secunty defaults in Azure AD,
Azure AD Praleged identity Management (Pil) w  will be enabled for all Agure AD users.
Azure AD identity Protection
Asure AL Prvibleged identity Management (PIM])
ulli-facton authenbication (MEA)
Solution:
Answer Area

When you enable security defaults n Azuré AD

Azure AD Prialeged Identity Management (PIlf) *  will be enabled for all Azure AD users
Azure AD [dentty Protection

Agure AL Prnnleged Idenlity Management [PIM)
L) =) —— _— — _— — — —— —
mult-factor authentication [MIE)

When you enabie security Gefaults in Azure AD
Azure AD Pravikeged lgentsty Managermert (PIN) *  wall be enabled for all Anure AD users.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 12

HOTSPOT
Select the answer that correctly completes the sentence.
Answer Area
In the Microsoft Puriew complignce portal you can use l_ CLatoemite f.a'r!i'ﬁ’.m {\é o remgve fediunes from the: navgabon pane
Comphance MIEF
Policees
Settngs
Solution:
Anpwer Area
in the Microdof Purview complance portal, you can use I CUATemse Fuvicaticon ﬁm remdwe features from the Neagaton pane
Comphance “EE
Bodicees
Setings

Does this meet the goal?

A. Yes
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Answer: A

NEW QUESTION 13
You need to connect to an Azure virtual machine by using Azure Bastion. What should you use?

A. an SSH client

B. PowerShell remoting

C. the Azure portal

D. the Remote Desktop Connection client

Answer: D

NEW QUESTION 14
Which Azure Active Directory (Azure AD) feature can you use to provide just-in-time (JIT) access to manage Azure resources?

A. conditional access policies

B. Azure AD Identity Protection

C. Azure AD Privileged Identity Management (PIM)
D. authentication method policies

Answer: C

Explanation:

Azure AD Privileged Identity Management (PIM) provides just-in-time privileged access to Azure AD and Azure resources
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity- management/pim-configure

NEW QUESTION 15
HOTSPOT
Select the answer that correctly completes the sentence.

When using multi-factor authentication (MFA), a password is considered something you

are
have

know
share

Solution:

Multifactor authentication combines two or more independent credentials: what the user knows, such as a password; what the user has, such as a security token;

and what the user is, by using biometric verification methods.
Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 16

Which three tasks can be performed by using Azure Active Directory (Azure AD) Identity Protection? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Configure external access for partner organizations.

B. Export risk detection to third-party utilities.

C. Automate the detection and remediation of identity based-risks.
D. Investigate risks that relate to user authentication.

E. Create and automatically assign sensitivity labels to data.

Answer: BCD

NEW QUESTION 17

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is
Answer Area

Statements Yes Mo
Microseft Sentinel uses iogic 3pps 10 identify anomalies aross resources

Miereseft Sentinel uses workbooks o correlate alerts into incidents

Thee hurting saardn-and-query 100ls of MICrosoft Sentine are basad on the

MITRE ATTECK framework

Solution:
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Answer Area

Statements Yes No
Microasoft Sentingl uses I0Qic 3PS 10 Wdentify anomalbes across resources. C QO

Microsoft Sentingl uses workbooks to correlate alemns into incidents. { 1,

TI'-H'N.II'I'.H‘I;i!'-a-fﬂ‘l-aﬁﬂ'qu".'ﬂ'TWSGFMIUD'M‘-'ES-EMJMIMENﬂd-:\l'lﬂ‘le W
MITRE ATTECK framework.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 18
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