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NEW QUESTION 1
- (Exam Topic 2)
You need to locate licenses to the A. Datum users. The solution must need the technical requirements. Which type of object should you create?

A. A Dynamo User security group
B. An OU

C. A distribution group

D. An administrative unit

Answer: D

NEW QUESTION 2

- (Exam Topic 2)

You need to meet the technical requirements for the probability that user identifies were compromised. What should the users do first, and what should you
configure? To answer, select the appropriate options in

the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
The users must first [Proviche coment for any 2pp o aoceds The data of Contosa.
Ragister tor muln-1actor authentcaton (MFAJ,
Aeguics tar weli-wonnce parswornd et (S5PR).
¥ou must conhigune: LA sign-m nde pobicy
A user ek pohcy
An Azure AD Password Protection pohcy
Solution:
Answer Area

The'users must first: 1o acer-is Ihe data of Contoso.

[ Faguster for mulb-factor authemecation (MFA)L

You mueit conbigune;
& Ut nek pobey
Zure assword Protection polcy

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 3

- (Exam Topic 4)

You have a Microsoft 365 ES subscription that user Microsoft Defender for Cloud Apps and Yammer. You need prevent users from signing in to Yammer from high-
risk locations.

What should you do in the Microsoft Defender for Cloud Apps portal?

A. Create an access Policy.

B. Create an activity policy.

C. Unsanction Yammer.

D. Create an anomaly detection policy.

Answer: A

NEW QUESTION 4

- (Exam Topic 4)

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.
You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount of administrative effort.

What should you use?

A. the Administrative units blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Groups blade in the Azure Active Directory admin center

D. the Sec-MsolUserLicense cmdlet

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/powershell/module/msonline/set-msoluserlicense?view=azureadps-1.0

NEW QUESTION 5
- (Exam Topic 4)

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



I"_V|Sure Pa&s

Recommend!! Get the Full SC-300 dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/SC-300-exam-dumps.html (224 New Questions)

You have an Azure AD tenant that contains the users shown in the following table.

N'_I!._l_!fi_-factnr authentication (MFA)

Enabled but never used

Name Membcr of | Mul

User1 | Group1

User2 | Group?2 Disabled

User3 | Groupl, Group?2 Entcrced 5{&]_5&1

In Azure AD ldentity Protection, you configure a user risk policy that has the following settings:

 Assignments: o Users: Groupl
0 User risk: Low and above

» Controls:

0 Access: Block access

* Enforce policy: On

In Azure AD ldentity Protection, you configure a sign-in risk policy that has the following settings:

* Assignments: o Users: Group2
0 Sign-in risk: Low and above
* Controls:

0 Access: Require multi-factor authentication

« Enforce policy. On the following settings:

ng settings:

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Solution:

Answer Area

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 6
- (Exam Topic 4)

Statements Yes

User1 can sign in from an anonymous [P address.

USEf< Can sign in rom an anonymous (¥ address,

Jo12 Call 31gN 1IN Tram an anonymouls ¥ adaress

Statements Yes

User1 can sign in from an anonymous [P address.

userZ can sign in from an anonymous IP address,

JSErs Can 21gN 1N Trm an ananymous [+ address

No

No

You have an Azure AD tenant named contoso.com that contains a group named All Company and has the following Identity Governance settings:

« Block external users from signing in to this directory: Yes
* Remove external user Yes
* Number of days before removing external user from this directory: 30

On March 1, 2022, you create an access package named Packagel that has the following settings:

» Resource roles

o Name: All Company

o Type: Group and Team o Role: Member
« Lifecycle

0 Access package assignment expire: On date o Assignment expiration date: April 1, 2022

On March 1, 2022, you assign Packagel to the guest users shown in the following table.
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Name

Email address

[

t

-

I=

auest; quests @i

On March 2, 2022, you assign the Reports reader role to Guestl.
On April 1(2022, you invite a guest user named Guest3 to contoso.com. On April 4, 2022, you add Guest3 to the All Company group.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Solution:

Statements

On May 5, 2022, the Guest1 account is in contoso.com

On May 5, 2022, the Guest2 account i$ in contoso.com

On May 5, 2022, the Guest3 account is in contoso.com

A screenshot of a computer Description automatically generated

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 7
- (Exam Topic 4)

Yes

Mo

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in

the following table.

Name Type Directory synced
User1 User No
User?2 User Yes
User3 Guest No

All the users work remotely.

Azure AD Connect is configured in Azure AD as shown in the following exhibit.

PROVISION FROM ACTIVE DIRECTORY

. ﬁ"é Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

Azure AD Connect sync

Sync Status
Last Sync

Enabled
Less than 1 hour ago

Password Hash Sync Enabled

USER SIGN IN

-
e Pl e=dlal,
'_ __-'_' -l k%
a aamiese siOla

0 N

Connectivity from the on-premises domain to the internet is lost. Which users can sign in to Azure AD?

A. Userl and User3 only

B. Userl only

C. Userl, User2, and User3
D. Userl and User2 only
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-pta-current-limitations

NEW QUESTION 8
- (Exam Topic 4)

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using

Azure AD Connect.
You need to prevent the synchronization of users who have the extensionAttribute15 attribute set to NoSync.
What should you do in Azure AD Connect?

A. Create an inbound synchronization rule for the Windows Azure Active Directory connector.
B. Configure a Full Import run profile.

C. Create an inbound synchronization rule for the Active Directory Domain Services connector.
D. Configure an Export run profile.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration

NEW QUESTION 9

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Site!. Site! hosts PDF files
You need to prevent users from printing the files directly from Sitel.

Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

A. activity policy
B. file policy

C. access policy
D. session policy

Answer: D

NEW QUESTION 10
- (Exam Topic 4)

You create a conditional access policy that blocks access when a user triggers a high-seventy sign-in alert. You need to test the policy under the following

conditions;

* A user signs in from another country.

* A user triggers a sign-in risk.

What should you use to complete the test?

A. the Conditional Access What If tool

B. sign-ins logs in Azure AD

C. access reviews in Azure AD

D. the activity logs in Microsoft Defender for Cloud Apps

Answer: A
NEW QUESTION 11

- (Exam Topic 4)
You have an Azure subscription that contains the users shown in the following table.

e e -
L v — — — —— — —
£ ]
3 | | "~ 5 J' . 4 JI .' I| { ’.. |
ACdMming Sa re Administrator
N
Amin: sharevrc r-_!: Aamin _'-l'.- '!'_';r

You need to implement Azure AD Privileged Identity Management (PIM). Which users can use PIM to activate their role permissions?

A. Admin! only

B. Admin2 only

C. Admin3 only

D. Adminl and Admin2 only

E. Admin2 and Admin3 only

F. Adminl, Admin2, and Admin3

Answer: D

NEW QUESTION 12
- (Exam Topic 4)
You have a Microsoft 365 tenant.
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The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access administrative account named Emergencyl. Emergencyl will be assigned the Global administrator role in Azure AD.
Emergencyl will be used in the event of Azure AD functionality failures and on-premises infrastructure failures.

You need to reduce the likelihood that Emergencyl will be prevented from signing in during an emergency. What should you do?

A. Configure Azure Monitor to generate an alert if Emergencyl is modified or signs in.

B. Require Azure AD Privileged Identity Management (PIM) activation of the Global administrator role for Emergencyl.
C. Configure a conditional access policy to restrict sign-in locations for Emergencyl to only the corporate network.

D. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

Answer: A

NEW QUESTION 13

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the User Administrator role to User1.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 14
- (Exam Topic 4)
You have an Azure subscription that contains the custom roles shown in the following table.

Name Type

- i
= i i B a ¥ it
i FAF Li i

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions of an existing role. Which
roles can you clone to create Role3?

A. Role2 only

B. built-in Azure subscription roles only

C. built-in Azure subscription roles and Role2 only

D. built-in Azure subscription roles and built-in Azure AD roles only

E. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Answer: C

NEW QUESTION 15

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Answer: D

NEW QUESTION 16

- (Exam Topic 4)

You have a Microsoft 36S tenant.

You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country. What should you configure in a conditional access
policy? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.

Answer Arca
{:.L']nrlgljrﬂ- I"-{_]hH"‘\k‘( oLInIres I-I!'l" [l'lll]l_l: & clomad aApp ™ acteon
A condtion
A grant controld
J“\. s nain controd
Conhgure Sign-an freguency by using: A clowd app or action
A concition
A grant conlrol
A session controal
Solution:
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Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition https://docs.microsoft.com/en-us/azure/active-directory/conditional-
access/concept-conditional-access-session

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 17

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented from authenticating to Azure AD.
Solution: You configure password writeback. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

NEW QUESTION 18

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps and Conditional Access policies. You need to block access to cloud apps
when a user is assessed as high risk.

Which type of policy should you create in the Microsoft Defender for Cloud Apps?

A. OAuth app policy

B. anomaly detection polio
C. access policy

D. activity policy

Answer: C

NEW QUESTION 19

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU).
What should you configure?

A. an access review

B. the terms or use

C. a linked subscription
D. a user flow

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing

NEW QUESTION 20

- (Exam Topic 4)

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains Azure AD Privileged Identity Management (PIM) role settings for the User administrator role
as shown in the following exhibit.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Exam Recommend!! Get the Full SC-300 dumps in VCE and PDF From SurePassExam
Sure PaSS https://www.surepassexam.com/SC-300-exam-dumps.html (224 New Questions)

]

&

.+ . ContosoAzureAD > Identity Governance » Privileged Identity Management > ContosoAzureAD > User Administrator :

Role setting details - User Administrator
Privileged Identity Management | Azure AD roles

# Edit

Activation
SETTING STATE
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate Yes
Approvers None

Assignment
SETTING STATE
Allow permanent eligible assignment No
Expire eligible assignments after 15 day(s)
Allow permanent active assignment No
Expire active assignments after 1 month(s)
Require Azure Multi-Factor Authentication on active assignment No
Require justification on active assignment No

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

A user who requires access to the User administration role must perform v
multi-factor authentication (MFA) every [answer choice]. [ hours

15 days
1 month

Before an eligible user can perform a task that requires the User v
administratar role, the activation must be approved by a [answer choice]. | giobal administrator only
global administrator or privileged role administrator
permanently assigned user administrator
privileged role administrator only

Solution:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 21
- (Exam Topic 4)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
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stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription. You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions. Solution: You assign the SharePoint Administrator role to
Userl

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 22

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account a Google Workspace subscription, and a GitHub account You deploy an Azure subscription and enable
Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the GitHub app connector Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 23
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