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NEW QUESTION 1

A gaming company has multiple Amazon EC2 instances in a single Availability Zone for its multiplayer game that communicates with users on Layer 4 The chief
technology officer (CTO) wants to make the architecture highly available and cost-effective.

What should a solutions architect do to meet these requirements? (Select TWO.)

A. Increase the number of EC2 instances.

B. Decrease the number of EC2 instances

C. Configure a Network Load Balancer in front of the EC2 instances.

D. Configure an Application Load Balancer in front of the EC2 instances

E. Configure an Auto Scaling group to add or remove instances in multiple Availability Zones automatically.

Answer: CE

NEW QUESTION 2

A manufacturing company wants to implement predictive maintenance on its machinery equipment The company will install thousands of loT sensors that will send
data to AWS in real time A solutions architect is tasked with implementing a solution that will receive events in an ordered manner for each machinery asset and
ensure that data is saved for further processing at a later time

Which solution would be MOST efficient?

A. Use Amazon Kinesis Data Streams for real-time events with a partition for each equipment asset Use Amazon Kinesis Data Firehose to save data to Amazon
S3

B. Use Amazon Kinesis Data Streams for real-time events with a shard for each equipment asset Use Amazon Kinesis Data Firehose to save data to Amazon EBS
C. Use an Amazon SQS FIFO queue for real-time events with one queue for each equipment asset Trigger an AWS Lambda function for the SQS queue to save
data to Amazon EFS

D. Use an Amazon SQS standard queue for real-time events with one queue for each equipment asset Trigger an AWS Lambda function from the SQS queue to
save data to Amazon S3

Answer: A

NEW QUESTION 3

A solutions architect is optimizing a website for an upcoming musical event Videos of the performances will be streamed in real time and then will be available on
demand The event is expected to attract a global online audience

Which service will improve the performance of both the real-time and on-demand streaming?

A. Amazon CloudFront

B. AWS Global Accelerator

C. Amazon Route 53

D. Amazon S3 Transfer Acceleration

Answer: A

NEW QUESTION 4

A security team wants to limit access to specific services or actions in all of the team’'s AWS accounts. All accounts belong to a large organization in AWS
Organizations The solution must be scalable and there must be a single point where permissions can be maintained.

What should a solutions architect do to accomplish this?

A. Create an ACL to provide access to the services or actions.

B. Create a security group to allow accounts and attach it to user groups

C. Create cross-account roles in each account to deny access to the services or actions.

D. Create a service control policy in the root organizational unit to deny access to the services or actions

Answer: D

NEW QUESTION 5

An application running on AWS uses an Amazon Aurora Multi-AZ deployment for its database When evaluating performance metrics, a solutions architect
discovered that the database reads are causing high 1/0 and adding latency to the write requests against the database

What should the solutions architect do to separate the read requests from the write requests?

A. Enable read-through caching on the Amazon Aurora database

B. Update the application to read from the Multi-AZ standby instance

C. Create a read replica and modify the application to use the appropriate endpoint

D. Create a second Amazon Aurora database and link it to the primary database as a read replica.

Answer: C

NEW QUESTION 6
A solutions architect has created a new AWS account and must secure AWS account root user access Which combination of actions will accomplish this? (Select
TWO.)

A. Ensure the root user uses a strong password

B. Enable multi-factor authentication to the root user

C. Store root user access keys in an encrypted Amazon S3 bucket

D. Add the root user to a group containing administrative permissions.

E. Apply the required permissions to the root user with an inline policy document

Answer: AB

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



7 Exam Recommend!! Get the Full SAA-C02 dumps in VCE and PDF From SurePassExam
l |Sure https://www.surepassexam.com/SAA-C02-exam-dumps.html (401 New Questions)

Explanation:
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html

NEW QUESTION 7

A marketing company is storing CSV files in an Amazon S3 bucket for statistical analysis An application on an Amazon EC2 instance needs permission to
efficiently process the CSV data stored in the S3 bucket.

Which action will MOST securely grant the EC2 instance access to the S3 bucket?

A. Attach a resource-based policy to the S3 bucket

B. Create an 1AM user for the application with specific permissions to the S3 bucket

C. Associate an 1AM role with least privilege permissions to the EC2 instance profile

D. Store AWS credentials directly on the EC2 instance for applications on the instance to use for API calls

Answer: C

NEW QUESTION 8

A company's application is running on Amazon EC2 instances m a single Region in the event of a disaster a solutions architect needs to ensure that the resources
can also be deployed to a second Region

Which combination of actions should the solutions architect take to accomplish this-? (Select TWO)

A. Detach a volume on an EC2 instance and copy it to Amazon S3

B. Launch a new EC2 instance from an Amazon Machine image (AMI) in a new Region

C. Launch a new EC2 instance in a new Region and copy a volume from Amazon S3 to the new instance

D. Copy an Amazon Machine Image (AMI) of an EC2 instance and specify a different Region for the destination

E. Copy an Amazon Elastic Block Store (Amazon EBS) volume from Amazon S3 and launch an EC2 instance in the destination Region using that EBS volume

Answer: BD

NEW QUESTION 9

A solutions architect is designing storage for a high performance computing (HPC) environment based on Amazon Linux. The workload stores and processes a
large amount of engineering drawings that require shared storage and heavy computing.

Which storage option would be the optimal solution?

A. Amazon Elastic File System (Amazon EFS)
B. Amazon FSx for Lustre

C. Amazon EC2 instance store

D. Amazon EBS Provisioned IOPS SSD (iol)

Answer: B

NEW QUESTION 10

A web application is deployed in the AWS Cloud It consists of a two-tier architecture that includes a web layer and a database layer The web server is vulnerable
to cross-site scripting (XSS) attacks

What should a solutions architect do to remediate the vulnerability?

A. Create a Classic Load Balancer Put the web layer behind the load balancer and enable AWS WAF

B. Create a Network Load Balancer Put the web layer behind the load balancer and enable AWS WAF

C. Create an Application Load Balancer Put the web layer behind the load balancer and enable AWS WAF

D. Create an Application Load Balancer Put the web layer behind the load balancer and use AWS Shield Standard

Answer: C

NEW QUESTION 11

A company hosts an application on multiple Amazon EC2 instances The application processes messages from an Amazon SQS queue writes to an Amazon RDS
table and deletes the message from the queue Occasional duplicate records are found in the RDS table The SQS gueue does not contain any duplicate messages
What should a solutions archived do to ensure messages are being processed once only?

A. Use the CreateQueue API call to create a new queue

B. Use the AddPermission API call to add appropriate permissions

C. Use the ReceiveMessage API call to set an appropriate wait time.

D. Use the ChangeMessageVisibility API call to increase the visibility timeout

Answer: D

NEW QUESTION 12

A solutions architect is implementing a document review application using an Amazon S3 bucket for storage

The solution must prevent accidental deletion of the documents and ensure that all versions of the documents are available Users must be able to download,
modify, and upload documents

Which combination of actions should be taken to meet these requirements'? (Select TWO )

A. Enable a read-only bucket ACL

B. Enable versioning on the bucket

C. Attach an 1AM policy to the bucket
D. Enable MFA Delete on the bucket
E. Encrypt the bucket using AWS KMS

Answer: BD
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NEW QUESTION 13

A company is hosting a web application on AWS using a single Amazon EC2 instance that stores

user-uploaded documents in an Amazon EBS volume For better scalability and availability the company duplicated the architecture and created a second EC2
instance and EBS volume in another Availability Zone: placing both behind an Application Load Balancer After completing this change users reported that each
time they refreshed the website they could see one subset of their documents or the other but never all of the documents at the same time

What should a solutions architect propose to ensure users see all of their documents at once”

A. Copy the data so both EBS volumes contain all the documents

B. Configure the Application Load Balancer to direct a user to the server with the documents

C. Copy the data from both EBS volumes to Amazon EFS Modify the application to save new documents to Amazon EPS

D. Configure the Application Load Balancer to send the request to both servers Return each document from the correct server

Answer: C

NEW QUESTION 14

A company built a food ordering application that captures user data and stores it for future analysis The application's static front end is deployed on an Amazon
EC2 instance The front-end application sends the requests to the backend application running on separate EC2 instance The backend application then stores the
data in Amazon RDS

What should a solutions architect do to decouple the architecture and make it scalable”

A. Use Amazon S3 to serve the front-end application which sends requests to Amazon EC2 to execute the backend application The backend application will
process and store the data in Amazon RDS

B. Use Amazon S3 to serve the front-end application and write requests to an Amazon Simple Notification Service (Amazon SNS) topic Subscribe Amazon EC2
instances to the HTTP/HTTPS endpoint of the topic and process and store the data in Amazon RDS

C. Use an EC2 instance to serve the front end and write requests to an Amazon SQS queue Place the backend instance in an Auto Scaling group and scale based
on the queue depth to process and store the data in Amazon RDS

D. Use Amazon S3 to serve the static front-end application and send requests to Amazon API Gateway which writes the requests to an Amazon SQS queue Place
the backend instances in an Auto Scaling group and scale based on the queue depth to process and store the data in Amazon RDS

Answer: D

NEW QUESTION 15

A company is managing health records on-premises The company must keep these records indefinitely, disable any modifications to the records once they are
stored, and granularly audit access at all levels. The chief technology officer (CTO) is concerned because there are already millions of records not being used by
any application, and the current infrastructure is running out of space The CTO has requested a solutions architect design a solution to move existing data and
support future records

Which services can the solutions architect recommend to meet these requirements'?

A. Use AWS DataSync to move existing data to AW

B. Use Amazon S3 to store existing and new data Enable Amazon S3 object lock and enable AWS CloudTrail with data events.

C. Use AWS Storage Gateway to move existing data to AWS Use Amazon S3 to store existing and new data Enable Amazon S3 object lock and enable AWS
CloudTrail with management events.

D. Use AWS DataSync to move existing data to AWS Use Amazon S3 to store existing and new data Enable Amazon S3 object lock and enable AWS CloudTralil

with management events.
E. Use AWS Storage Gateway to move existing data to AWS Use Amazon Elastic Block Store (Amazon EBS) to store existing and new data Enable Amazon S3
object lock and enable Amazon S3 server access logging

Answer: B

NEW QUESTION 16

A company allows its developers to attach existing 1AM policies to existing 1AM roles to enable (aster experimentation and agility However the security operations
team is concerned that the developers could attach the existing administrator policy, which would allow the developers to circumvent any other security policies
How should a solutions architect address this issue?

A. Create an Amazon SNS topic to send an alert every time a developer creates a new policy

B. Use service control policies to disable IAM activity across all accounts in the organizational unit

C. Prevent the developers from attaching any policies and assign all 1AM duties to the security operations team

D. Set an IAM permissions boundary on the developer 1AM role that explicitly denies attaching the administrator policy
Answer: D

Explanation:

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

NEW QUESTION 17
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