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NEW QUESTION 1
Refer to the exhibit.

ES

Hoame P Adchrea Plalform

¥ FortiCate 01 4 Fearti aate Whind
Ceriral Management Vit B FoerbAP Frot Gl ¢
Dief gt Do Seler cn Bowr il n Sl A Dt A
Pertormn Policy Chech Belore Ewery bralall
gt o- Punih Poboy Packages Whe [hewr Bk Ervitale ‘ﬁ [satee
ol i

OO ] Managed FortiSwitch & 0 Online 8 10ffiine = 0 Unauthorized = 0 Unknown
# Create New [ Edit More + #§ Column Settings
O FortiSwilch Name Serial Mumber Platform FortiCGate
O = FortiSwitch S224EPTF190058467  FortiSwitch-224E-PC 4 FortiGatejroot]
it AW

e

Examine the FortiManager information shown in the exhibit
Which two statements about the FortiManager status are true" (Choose two)

A. FortiSwitch manager is working in per-device management mode
B. FortiSwitch is not authorized

C. FortiSwitch manager is working in central management mode

D. FortiSwitch is authorized and offline

Answer: CD

Explanation:

According to the FortiManager Administration Guide, “Central management mode allows you to manage all FortiSwitch devices from a single interface on the

FortiManager device.” Therefore, option C is true because the exhibit shows that

the FortiSwitch manager is enabled and the FortiSwitch device is managed by

the FortiManager device. Option D is also true because the exhibit shows that the FortiSwitch device status is offline, which means that it is not reachable by the
FortiManager device, but it is authorized, which means that it has been added to the FortiManager device. Option A is false because per-device management
mode allows you to manage each FortiSwitch device individually from its own web-based manager or CLI, which is not the case in the exhibit. Option B is false

because the FortiSwitch device is authorized, as explained above.

NEW QUESTION 2
Refer to the exhibit
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Examine the FortiGate RSSO configuration shown in the exhibit

FortiGate is configured to receive RADIUS accounting messages on port3 to authenticate RSSO users The users are located behind port3 and the internet link is
connected to portl FortiGate is processing incoming RADIUS accounting messages successfully and RSSO users are getting associated with the RSSO Group
user group However all the users are able to access the internet, and the administrator wants to restrict internet access to RSSO users only

Which configuration change should the administrator make to fix the problem?
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A. Change the RADIUS Attribute Value selling to match the name of the RADIUS attribute containing the group membership information of the RSSO users
B. Add RSSO Group to the firewall policy

C. Enable Security Fabric Connection on port3

D. Create a second firewall policy from port3 lo portl and select the target destination subnets

Answer: B

Explanation:

According to the exhibit, the firewall policy from port3 to portl has no user group specified, which means that it allows all users to access the internet. Therefore,
option B is true because adding RSSO Group to the firewall policy will restrict internet access to RSSO users only. Option A is false because changing the
RADIUS Attribute Value setting will not affect the firewall policy, but rather the RSSO user group membership. Option C is false because enabling Security Fabric
Connection on port3 will not affect the firewall policy, but rather the communication between FortiGate and other Security Fabric devices. Option D is false because
creating a second firewall policy from port3 to portl will not affect the existing firewall policy, but rather create a redundant or conflicting policy.

NEW QUESTION 3
Refer to the exhibit.

LA L L L L]

vt bosiy 51 3t ® Successiu CH=Admnistrator CH=Users DC=traimingAD DC=training DC=iab

Examine the LDAP server configuration shown in the exhibit Note that the Username setting has been expanded to display Its full content
On the Windows AD server 10.0.1.10, the administrator used dsquery. which returned the following output:

According to the output which FortiGate LDAP setting is configured incorrectly"

A. Common Name ldentifier
B. Bind Type

C. Distinguished Name

D. Username

Answer: C

Explanation:

According to the exhibits, the LDAP server configuration on FortiGate has the Distinguished Name set to “dc=training,dc=lab”. However, according to the output of
the dsquery command on the Windows AD server, the Distinguished Name of the domain should be “dc=trainingAD,dc=training,dc=lab”. Therefore, option C is
true because the Distinguished Name on FortiGate is configured incorrectly and does not match the actual Distinguished Name of the domain. Option A is false
because the Common Name ldentifier on FortiGate is configured correctly as “cn”. Option B is false because the Bind Type on FortiGate is configured correctly as
“Regular”. Option D is false because the Username on FortiGate is configured correctly as “cn=admin,cn=users,dc=trainingAD,dc=training,dc=lab”.

NEW QUESTION 4

A wireless network in a school provides guest access using a captive portal to allow unregistered users to self-register and access the network The administrator is
requested to update the existing configuration to provide captive portal authentication through a secure connection (HTTPS)

Which two changes must the administrator make to enforce HTTPS authentication"? (Choose two >

A. Create a new SSID with the HTTPS captive portal URL

B. Enable HTTP redirect in the user authentication settings

C. Disable HTTP administrative access on the guest SSID to enforce HTTPS connection
D. Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator

Answer: BD

Explanation:

According to the FortiGate Administration Guide, “To enable HTTPS authentication, you must enable HTTP redirect in the user authentication settings. This
redirects HTTP requests to HTTPS. You must also update the captive portal URL to use HTTPS on both FortiGate and FortiAuthenticator.” Therefore, options B
and D are true because they describe the changes that the administrator must make to enforce HTTPS authentication for the captive portal. Option A is false
because creating a new SSID with the HTTPS captive portal URL is not required, as the existing SSID can be updated with the new URL. Option C is false
because disabling HTTP

administrative access on the guest SSID will not enforce HTTPS connection, but rather block HTTP connection.
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NEW QUESTION 5
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