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NEW QUESTION 1
How does FortiWeb protect against defacement attacks?

A. It keeps a complete backup of all files and the database.

B. It keeps hashes of files and periodically compares them to the server.
C. It keeps full copies of all files and directories.

D. It keeps a live duplicate of the database.

Answer: B

Explanation:
The anti-defacement feature examines a web site’s files for changes at specified time intervals. If it detects a change that could indicate a defacement attack, the
Fortiweb appliance can notify you and quickly react by automatically restoring the web site contents to the previous backup.

NEW QUESTION 2
Which two statements about the anti-defacement feature on Fortiweb are true? (Choose two.)

A. Anti-defacement can redirect users to a backup web server, if it detects a change.

B. Anti-defacement downloads a copy of your website to RAM, in order to restore a clean image, if it detects defacement.
C. Fortiweb will only check to see if there are changes on the web server; it will not download the whole file each time.
D. Anti-defacement does not make a backup copy of your databases.

Answer: CD

Explanation:
Anti-defacement backs up web pages only, not databases.
If it detects any file changes, the FortiWweb appliance will download a new backup revision.

NEW QUESTION 3
When integrating FortiWeb and FortiAnalyzer, why is the selection for FortiWeb Version critical? (Choose two)

A. Defines Log file format

B. Defines communication protocol
C. Defines Database Schema

D. Defines Log storage location

Answer: AD

NEW QUESTION 4
Under what circumstances would you want to use the temporary uncompress feature of Fortiweb?

A. In the case of compression being done on the FortiWeb, to inspect the content of the compressed file
B. In the case of the file being a .MP3 music file

C. In the case of compression being done on the web server, to inspect the content of the compressed file.
D. In the case of the file being an .MP4 video

Answer: C

NEW QUESTION 5
How does offloading compression to FortiWeb benefit your network?

A. free up resources on the database server
B. Free up resources on the web server

C. reduces file size on the client’s storage
D. free up resources on the FortiGate

Answer: B

NEW QUESTION 6

Which regex expression is the correct format for redirecting the URL http://www.example.com?
A. www\.example\.com

B. www.example.com

C. www\example\com

D. www/.example/.com

Answer: B

Explanation:

\1://www.company.com/\2/\3

NEW QUESTION 7
You are using HTTP content routing on FortiWeb. You want requests for web application A to be forwarded to a cluster of web servers, which all host the same
web application. You want requests for web application B to be forwarded to a different, single web server.
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Which statement about this solution is true?

A. The server policy applies the same protection profile to all of its protected web applications.

B. You must put the single web server in to a server pool, in order to use it with HTTP content routing.

C. You must chain policies so that requests for web application A go to the virtual server for policy A, and requests for web application B go to the virtual server for
policy B.

D. Static or policy-based routes are not required.

Answer: D

NEW QUESTION 8
Fortiweb offers the same load balancing algorithms as FortiGate.
Which two Layer 7 switch methods does FortiWeb also offer? (Choose two.)

A. Round robin

B. HTTP session-based round robin
C. HTTP user-based round robin

D. HTTP content routes

Answer: AD

NEW QUESTION 9
When the FortiWeb is configured in Reverse Proxy mode and the FortiGate is configured as an SNAT device, what IP address will the FortiGate's Real Server
configuration point at?

A. Virtual Server IP on the FortiGate

B. Server's real IP

C. FortiWeb’s real IP

D. IP Address of the Virtual Server on the FortiWeb

Answer: A

NEW QUESTION 10
Which algorithm is used to build mathematical models for bot detection?

A. HCM
B. SVN
C.SVM
D. HMM

Answer: C

Explanation:
Fortiweb uses SVM (Support Vector Machine) algorithm to build up the bot detection model

NEW QUESTION 11
A client is trying to start a session from a page that would normally be accessible only after the client has logged in.
When a start page rule detects the invalid session access, what can Fortiweb do? (Choose three.)

A. Display an access policy message, then allow the client to continue
B. Redirect the client to the login page

C. Allow the page access, but log the violation

D. Prompt the client to authenticate

E. Reply with a 403 Forbidden HTTP error

Answer: BCE

NEW QUESTION 12
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