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NEW QUESTION 1
Refer to the exhibit.
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MTA-1 is delivering an email intended for User 1 to MTA-2.
Which two statements about protocol usage between the devices are true? (Choose two.)

A. User 1 will use logs were generated load the email message from MTA-2
B. MTA-2 will use IMAP to receive the email message from MTA-1

C. MTA-1 will use POP3 to deliver the email message to User 1 directly

D. MTA-1 will use SMTP to deliver the email message to MTA-2

Answer: AD

NEW QUESTION 2
An administrator sees that an excessive amount of storage space on a FortiMail device is being used up by quarantine accounts for invalid users. The FortiMail is
operating in transparent mode. Which two FortiMail features can the administrator configure to tackle this issue? (Choose two.)

A. Automatic removal of quarantine accounts
B. Recipient address verification

C. Bounce address tag verification

D. Sender address rate control

Answer: AD
Explanation:

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/9aa62d26-858d-11ea-
9384-00505692583a/FortiMail-6.4.0-Administration_Guide.pdf (322, 323)

NEW QUESTION 3

Which firmware upgrade method for an active-passive HA cluster ensures service outage is minimal, and there are no unnecessary failovers?
A. Break the cluster, upgrade the units independently, and then form the cluster

B. Upgrade both units at the same time

C. Upgrade the standby unit, and then upgrade the active unit

D. Upgrade the active unit, which will upgrade the standby unit automatically

Answer: B

Explanation:

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administrationguide/725928/upgrading-firmware- on-ha-units

NEW QUESTION 4
Refer to the exhibit.
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Session Profile
Profile name: | Example_Session
(8] SMTP Limits
Restrict number of EHLO/HELOs per session to: 3 —
Restrict number of email per session to: 10 -
Restrict number of recipients per email to: 500 -
Cap message size (KB) at: 51200 ==
Cap header size (KB) at: 10240 ==
Maximum number of NOOPs allowed for each connection: | 10 -
Maximum number of RSETs allowed for each connection: 20 -
FortiMail
Domain name: examplecom
Relay type: Host -
SMTP server:| 10.29.1.45 Port: 25 = [Test.]
B Use SMTPS
Fallback SMTP server: Port: 25 == [Test.]
3 Use SMTPS
(B Relay Authentication

Other
Webmall theme: Use system settings =
Webmall language: ~Default-- -
Maximum message size (KB): 204800 -

SMTP greeting (EHLO/HELD) name (as client): = Use system host name +
IPpool:  -—-Mone- w Direction:| Delivering

B Femove received header of outgoing email
&) Use global bayesian database

Bypass bounce verification

Which message size limit will FortiMail apply to the outbound email?

A. 204800
B. 1024
C. 51200
D. 10240

Answer: A

NEW QUESTION 5

A FortiMail administrator is investigating a sudden increase in DSNs being delivered to the protected domain for undeliverable email messages. After searching the
logs, the administrator identifies that the DSNs were not generated as a result of any outbound email sent from the protected domain.

Which FortiMail antispam technique can the administrator use to prevent this scenario?

A. Spam outbreak protection

B. Bounce address tag validation
C. Spoofed header detection

D. FortiGuard IP Reputation
Answer: A

Explanation:

Reference: https://docs.fortinet.com/document/fortimail/6.2.0/administrationguide/769204/managing-the-mail- queue

NEW QUESTION 6
Refer to the exhibit.
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Primary HA Interface Configuration

Virtual IPvE address:

HA Interface
Port: port1
Enable port monitor O
Heartbeat status: Disable
Peer IP address: 0000
Peer IPvG address:
Virtual IP action : Iphone
Virtual IP address:  0.0.0.0

The exhibit shows a FortiMail active-passive setup.
Which three actions are recommended when configuring the primary FortiMail HA interface? (Choose three.)

A. Disable Enable port monitor

B. In the Heartbeat status drop-down list, select Primary

C. In the Peer IP address field, type 172.16.32.57

D. In the Virtual IP action drop-down list, select Use
E. In the Virtual IP address field, type 172.16.32.55/24

Answer: ABD

NEW QUESTION 7
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Which FortiMail option removes embedded code components in Microsoft Word, while maintaining the original file format?

A. Behavior analysis

B. Impersonation analysis

C. Content disarm and reconstruction
D. Header analysis

Answer: C

Explanation:

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/8c063dd3-bafe-11e9- a989-00505692583a/fortimail-admin-620.pdf (435)

NEW QUESTION 8

Which statement about how impersonation analysis identifies spoofed email addresses is correct?

A. It uses behavior analysis to detect spoofed addresses.

B. It maps the display name to the correct recipient email address.
C. It uses DMARC validation to detect spoofed addresses.

D. It uses SPF validation to detect spoofed addresse

Answer: A

NEW QUESTION 9

Examine the FortiMail session profile and protected domain configuration shown in the exhibit; then answer the question below.
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Prefile name;
= Connection Settings

= Sender Repulation

Session Profile

= | End point Reputation
* Sender Validation

= Session Settings
= | Unauthenticated Session Settings

a SMTP Limits

Restrict number of EHLO/HELOs per session to: 3

Restrict number of email per session to: 10
Restrict number of recipients per email to: 500
Cap message size (KB) at: 51200
Cap header size (KB) at: 102480
Maximum number of NOOPs allowed for each connection: | 10

Maximum number of RSETs allowed for each connection: 20

Domain namea: example.com

Is subdomain
Main domain: ~
LDAP User Profile| _pone-- =
= | Advanced Settinas
(| Mail Routing LDAF profile: | --None-— oY
| | Remove received header of outgoing email
Webmail theme. Use system settings >
Webmail language: | Use system settings -

Maximum message size(KB), | 204800
Automatically add new users to address book: | Domain v

Which size limit will FortiMail apply to outbound email?
A. 204800

B. 51200

C. 1024

D. 10240

Answer: B

Explanation:

domain only applies to inbound. https://kb.fortinet.com/kb/viewContent.do?externalld=FD31006&sliceld=1

NEW QUESTION 10
Examine the FortiMail antivirus action profile shown in the exhibit; then answer the question below.
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Antvirus YTy

antivirus Action Profile

Domain internal.lab -

Profile name: AC Action

Direction Incoming e
Tag email's subject line With value:
Insert new header With value:

Deliver to alternate host

P BCC

¥ Replacerinfected/suspicious body or attachment(s)

Mofify with profile =MNone-- » | New...
Reject —Mone- w MNew...
Discard
System quarantine to folder —None— v | New...

p Rewrite recipient email address

Repackage email with customised content®

Repackage email with original text content®
"Original email will be wrapped as attachment

What is the expected outcome if FortiMail applies this action profile to an email? (Choose two.)

A. The sanitized email will be sent to the recipient’s personal quarantine
B. A replacement message will be added to the email

C. Virus content will be removed from the email

D. The administrator will be notified of the virus detection

Answer: BC
NEW QUESTION 11

Examine the nslookup output shown in the exhibit; then answer the question below.
C:\>nslockup —type=mx example.ccm

Server: PriNS
2ddress: 10.200.3.254

Non—authoritative answer:

example . com MX preference = 10, mail exchanger = mx.hosted.com

example . com M¥ preference = 20, mail exchanger = mx.example.com

Identify which of the following statements is true regarding the example.com domain’s MTAs.
(Choose two.)

A. External MTAs will send email to mx.example.com only if mx.hosted.com is unreachable

B. The primary MTA for the example.com domain is mx.hosted.com

C. The PriNS server should receive all email for the example.com domain

D. The higher preference value is used to load balance more email to the mx.example.com MTA

Answer: AB

NEW QUESTION 12
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