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NEW QUESTION 1
Which two protocol options are available on the CLI but not on the GUI when configuring an SD-WAN Performance SLA? (Choose two.)

A. DNS

B. ping
C. udp-echo
D. TWAMP

Answer: CD

NEW QUESTION 2
Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server) have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Answer: D

NEW QUESTION 3
You have enabled logging on your FortiGate device for Event logs and all Security logs, and you have set up logging to use the FortiGate local disk . What is the
default behavior when the local disk is full?

A. Logs are overwritten and the only warning is issued when log disk usage reaches the threshold of 95%.
B. No new log is recorded until you manually clear logs from the local disk .

C. Logs are overwritten and the first warning is issued when log disk usage reaches the threshold of 75%.
D. No new log is recorded after the warning is issued when log disk usage reaches the threshold of 95%.

Answer: C

NEW QUESTION 4
Which two types of traffic are managed only by the management VDOM? (Choose two.)

A. FortiGuard web filter queries
B. PKI

C. Traffic shaping

D. DNS

Answer: AD

NEW QUESTION 5

By default, FortiGate is configured to use HTTPS when performing live web filtering with FortiGuard servers. Which CLI command will cause FortiGate to use an
unreliable protocol to communicate with FortiGuard

servers for live web filtering?

A. set fortiguard-anycast disable
B. set webfilter-force-off disable
C. set webfilter-cache disable
D. set protocol tcp

Answer: A

Explanation:
y default, "fortiguard-anycast" is enabled, and this setting only works with "set protocol https". To use udp (ie. "set protocol udp"), "fortiguard-anycast" must be
disabled.

NEW QUESTION 6
Examine this FortiGate configuration:
config authentication setting
set active—-auth-scheme SCHEME1l
end
config authentication rule
edit WebProxyRule
set srcaddr 10.0.1.0/24
set active-auth-method SCHEMEZ
next

end
How does the FortiGate handle web proxy traffic coming from the IP address 10.2.1.200 that requires authorization?
A. It always authorizes the traffic without requiring authentication.

B. It drops the traffic.
C. It authenticates the traffic using the authentication scheme SCHEME2.
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D. It authenticates the traffic using the authentication scheme SCHEMEL.
Answer: D

Explanation:
"What happens to traffic that requires authorization, but does not match any authentication rule? The active and passive SSO schemes to use for those cases is
defined under config authentication setting"

NEW QUESTION 7
Which two statements are true about the FGCP protocol? (Choose two.)

A. FGCP elects the primary FortiGate device.

B. FGCP is not used when FortiGate is in transparent mode.

C. FGCP runs only over the heartbeat links.

D. FGCP is used to discover FortiGate devices in different HA groups.

Answer: AC

Explanation:

The FGCP (FortiGate Clustering Protocol) is a protocol that is used to manage high availability (HA) clusters of FortiGate devices. It performs several functions,
including the following:

FGCP elects the primary FortiGate device: In an HA cluster, FGCP is used to determine which FortiGate device will be the primary device, responsible for handling
traffic and making decisions about what to allow or block. FGCP uses a variety of factors, such as the device's priority, to determine which device should be the
primary.

FGCP runs only over the heartbeat links: FGCP communicates between FortiGate devices in the HA cluster using the heartbeat links. These are dedicated links
that are used to exchange status and control information between the devices. FGCP does not run over other types of links, such as data links.

NEW QUESTION 8
Refer to the exhibit.

# diagnose test application ipsmonitor

1: Display IPS engine information
Toggle IPS engine enable/disable status
Display restart log
Clear restart log
Toggle bypass status
all IPS engines
Restart all IPS engines and monitor

Examine the intrusion prevention system (IPS) diagnostic command.
Which statement is correct If option 5 was used with the IPS diagnostic command and the outcome was a decrease in the CPU usage?

A. The IPS engine was inspecting high volume of traffic.

B. The IPS engine was unable to prevent an intrusion attack .
C. The IPS engine was blocking all traffic.

D. The IPS engine will continue to run in a normal state.

Answer: A

NEW QUESTION 9

Which statement about video filtering on FortiGate is true?

A. Full SSL Inspection is not required.

B. It is available only on a proxy-based firewall policy.

C. It inspects video files hosted on file sharing services.

D. Video filtering FortiGuard categories are based on web filter FortiGuard categories.
Answer: B

NEW QUESTION 10
Refer to the exhibits.
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| Edit Policy

Name € Facebook SSL Inspection

Incoming interface ™ port2 -
Outgoing interface =i port1 -
Source = all L
Destination = all x
Service W ALL x
Firewall/Network Options

o .-_’i"'-"'-.-'l--LE:“wf s enabled so NAT settings from matching

sritral SMAT nalicioes 1w he annhad
LW | A= :‘-\"' 1-“‘1 l:'l.-l!'l..'r' o ||!|- 0 '.:||-|.-L'_' ed

Security Profiles

SSL Inspection TN certificate-inspection « »
| Edit Policy |
Name €) Facebook Access
Incoming interface ™ port2 -
Outgoing interface ™ port1 -
Source o all x
Destination = all x
Schedule @ always -
Service AppDefault EREd§
Application Facebook x
Facebook_Like Button @& x
Facebook_Video.Play X
URL Category *
VeIl @ DENY
Firewall/Network Options
Protocol Options default - &

The exhibits show the SSL and authentication policy (Exhibit A) and the security policy (Exhibit B) for Facebook .

Users are given access to the Facebook web application. They can play video content hosted on Facebook but they are unable to leave reactions on videos or
other types of posts.

Which part of the policy configuration must you change to resolve the issue?

A. Make SSL inspection needs to be a deep content inspection.

B. Force access to Facebook using the HTTP service.

C. Get the additional application signatures are required to add to the security policy.
D. Add Facebook in the URL category in the security policy.

Answer: A

Explanation:
They can play video (tick) content hosted on Facebook, but they are unable to leave reactions on videos or other types of posts. This indicate that the rule are
partially working as they can watch video but cant react, i.e. liking the content. So must be an issue with the SSL inspection rather then adding an app rule.

NEW QUESTION 11
Which two statements are correct regarding FortiGate FSSO agentless polling mode? (Choose two.)

A. FortiGate points the collector agent to use a remote LDAP server.

B. FortiGate uses the AD server as the collector agent.

C. FortiGate uses the SMB protocol to read the event viewer logs from the DCs.
D. FortiGate queries AD by using the LDAP to retrieve user group information.

Answer: CD
Explanation:

Fortigate Infrastructure 7.0 Study Guide P.272-273
https://kb.fortinet.com/kb/documentLink.do?externallD=FD47732
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NEW QUESTION 12
Which of the following are purposes of NAT traversal in IPsec? (Choose two.)

A. To detect intermediary NAT devices in the tunnel path.

B. To dynamically change phase 1 negotiation mode aggressive mode.
C. To encapsulation ESP packets in UDP packets using port 4500.

D. To force a new DH exchange with each phase 2 rekey.

Answer: AC

NEW QUESTION 13

A network administrator has enabled full SSL inspection and web filtering on FortiGate. When visiting any HTTPS websites, the browser reports certificate warning
errors. When visiting HTTP websites, the browser does not report errors.

What is the reason for the certificate warning errors?

A. The browser requires a software update.

B. FortiGate does not support full SSL inspection when web filtering is enabled.

C. The CA certificate set on the SSL/SSH inspection profile has not been imported into the browser.
D. There are network connectivity issues.

Answer: C

NEW QUESTION 14
Which two settings are required for SSL VPN to function between two FortiGate devices? (Choose two.)

A. The client FortiGate requires a client certificate signed by the CA on the server FortiGate.
B. The client FortiGate requires a manually added route to remote subnets.

C. The client FortiGate uses the SSL VPN tunnel interface type to connect SSL VPN.

D. The server FortiGate requires a CA certificate to verify the client FortiGate certificate.

Answer: CD

Explanation:

https://docs.fortinet.com/document/fortigate/7.0.9/administration-guide/508779/fortigate-as-ssl-vpn-client

To establish an SSL VPN connection between two FortiGate devices, the following two settings are required: The server FortiGate requires a CA certificate to
verify the client FortiGate certificate: The server FortiGate will use a CA (Certificate Authority) certificate to verify the client FortiGate certificate, ensuring that the
client device is trusted and allowed to establish an SSL VPN connection.

The client FortiGate requires the SSL VPN tunnel interface type to connect SSL VPN: The client FortiGate must have an SSL VPN tunnel interface type configured
in order to establish an SSL VPN connection. This interface type will be used to connect to the server FortiGate over the SSL VPN.

NEW QUESTION 15
What inspection mode does FortiGate use if it is configured as a policy-based next-generation firewall (NGFW)?

A. Full Content inspection
B. Proxy-based inspection
C. Certificate inspection

D. Flow-based inspection

Answer: D

NEW QUESTION 16
Which three methods are used by the collector agent for AD polling? (Choose three.)

A. FortiGate polling
B. NetAPI

C. Novell API

D. WMI

E. WinSeclLog

Answer: BDE

NEW QUESTION 17
An administrator is running the following sniffer command:
Which three pieces of Information will be Included in me sniffer output? {Choose three.)

A. Interface name

B. Packet payload

C. Ethernet header
D. IP header

E. Application header

Answer: ABD

NEW QUESTION 18
Refer to the exhibits.
The exhibits show the firewall policies and the objects used in the firewall policies.
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The administrator is using the Policy Lookup feature and has entered the search criteria shown in the exhibit.

Exhibit A | Exhibit B

[2 IF Range/Subnet )
= LOCAL_CUENT

B a
E FooN &

10.0.1.10/32
0.0.0,0.0

facebook.com

Exhibit A | Exhibit B

Policy Lookup

Incoming Interface
IP Version
Protocol

Source

Source Port
Destination

Destination Port

™ port3

I: ¥ 'l'

TCP
10.0.1.10
facebook.com

443

Close

Which policy will be highlighted, based on the input criteria?

A. Policy with ID 4.
B. Policy with ID 5.
C. Policies with ID 2 and 3.
D. Policy with ID 4.

Answer: B

NEW QUESTION 19

Hame £ Direction = Number of Entries =
K] Facebook-Web Destination 26578
I Port Protocol Statut
199117-199118 B0 TCR & Enabled
443
8443
19.9117- 195018 443 upP & Enabled
199130 443 UDP & Enabled
[+] From To Source Destination Sheduls Service Action RAT
3 = partd = portl = LOCAL_CLENT = fazeback cam ® ahways @ uLL_UDP w ACCEFT & Enabled
1 = portl * port3 = facebook cam £ LocAL_CUENT I always @ vu_uoe w ACCEPT & Enabled
4 = portd = portl = LOCAL_CUENT =al @ always @ HrTP " ACCEPT & Enabled
@ ons
W HTTRS
5 ® por3 ® portl £ LocaL_cuenT ] Facebook-Web ® atways Intermet Sarvice < ACCEPT S Enabled
2 ™ port2 = portl Ean Eal ® always @ aLL » ACCEPT ) Enabled

FortiGuard categories can be overridden and defined in different categories. To create a web rating override for example.com home page, the override must be
configured using a specific syntax.
Which two syntaxes are correct to configure web rating for the home page? (Choose two.)
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A. www.example.com:443

B. www.example.com

C. example.com

D. www.example.com/index.html

Answer: BC

Explanation:

When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different
category. Web ratings are only for host names - no URLs or wildcard characters are allowed.

OK: google.com or www.google.com

NO OK: www.google.com/index.html or google.* FortiGate _Security 6.4 page 384

When using FortiGuard category filtering to allow or block access to a website, one option is to make a web rating override and define the website in a different
category. Web ratings are only for host names-- "no URLs or wildcard characters are allowed".

NEW QUESTION 20
Refer to the web filter raw logs.

Based on the raw logs shown in the exhibit, which statement is correct?

A. Social networking web filter category is configured with the action set to authenticate.
B. The action on firewall policy ID 1 is set to warning.

C. Access to the social networking web filter category was explicitly blocked to all users.
D. The name of the firewall policy is all_users_web.

Answer: A

NEW QUESTION 21
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