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NEW QUESTION 1
- (Exam Topic 2)
Which IP address space should you include in the MFA configuration?

A. 131.107.83.0/28
B. 192.168.16.0/20
C.172.16.0.0/24
D. 192.168.0.0/20

Answer: B

NEW QUESTION 2

- (Exam Topic 4)

You have an Azure Active Directory (Azure AD) tenant that has a Microsoft 365 subscription You recently configured the tenant to require multi factor
authentication (MFA) for risky sign ins You need to review the users who required MFA. What should you do?

A. From the Microsoft 365 admin center, review a Security & Compliance report.

B. From the Azure Active Directory admin center, download the sign-ms to a CSV file

C. From the Microsoft 365 Compliance admin center, run an audit log search and download the results to a CSV file
D. From the Azure Active Directory admin center, review the Authentication methods activities.

Answer: D

NEW QUESTION 3

- (Exam Topic 4)

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few minutes, and the wait time will not be deducted
from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a live environment. While most functionality will
be available to you as it would be in a live environment, some functionality (e.g., copy and paste, ability to navigate to external websites) will not be possible by
design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn’t matter how you accomplish the task, if you successfully
perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may more than one lab that you must complete. You can use as much time as you would like to complete each lab.
But, you should manage your time appropriately to ensure that you are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to the lab.

Username and password
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Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below. Microsoft 365 Username:
admin@LODSe00019@onmicrosoft.com Microsoft 365 Password: #HSP.ug?$p6un

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
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The following information is for technical support only: Lab instance: 11122308
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Files
Name Maodified Maodified By File Size
Contoso Q2 Disivision Sales:pbix lanuary 14 MOD Administrator 305 KB
Employee Engagement Plan.docx lanuary 14 MOD Administrator 731 KB
Finance,pbix January 14 MOD Administrator 3.18 MB
HR.phix lanuary 14 MOD Adrnistraton 1.42 MB
IT.pbix January 14 MOD Administrator 1.35 MB
Marketing. pbix January 14 MOD Administrator 1.79 MB
MNC460 Sales Team. phix lanuary 14 MOD Administrator S84 KB
Operations Analytics, pbix January 14 MOD Administrator 573 KB
Operations. pbix January 14 MOD Administrator 6.66 MB
Proposed_agents_topics.docx January 14 MOD Administrator 591 KB
Sales.pbnc lanuary 14 MOD Administrator 1.53 MB
X1D50 Launch Team.phix January 14 MOD Administrator 1.79M8

You need to create an eDiscovery case that places a hold on the mailbox of a user named Allan Deyoung. The hold must retain email messages that have a
subject containing the word merger or the word Contoso.
To complete this task, sign in to the Microsoft 365 admin center.

Solution:
* 1. Navigate to eDiscovery in the Security & Compliance Center, and then click Create a case.
* 2. On the New Case page, give the case a hame, type an optional description, and then click Save. The case name must be unique in your organization.

New case

Enter a name and description

sive this case a frendly name 50 you can easily fing it

Eia
[

The new case is displayed in the list of cases on the eDiscovery page. You can hover the cursor over a case name to display information about the case, including
the status of the case (Active or Closed), the description of the case (that was created in the previous step), and when the case was changed last and who
changed it.

To create a hold for an eDiscovery case:

* 1. In the Security & Compliance Center, click eDiscovery > eDiscovery to display the list of cases in your organization.

* 2. Click Open next to the case that you want to create the holds in.

* 3. On the Home page for the case, click the Hold tab.
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Home Hoid

* 4. On the Hold page, click Create.
* 5. On the Name your hold page, give the hold a name. The name of the hold must be unique in your organization.

Name your hold

Search Export witch tc Advanced el

“ | —

* 6. (Optional) In the Description box, add a description of the hold.

* 7. Click Next.

* 8. Choose the content locations that you want to place on hold. You can place mailboxes, sites, and public folders on hold.
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Choose locations

Location Include

Exchange email None

Office 365 group email n
Skype for Business

Teams messages

To-Do

Yammer conversations

SharePoint sites Mone
OneDrive accounts | E
Office 365 group sites

Teams sites

Yammer nebworks

Exchange public folders None

X ESEBLPS FLEO0B R

> Exchange email - Click Choose users, groups, or teams and then click Choose users, groups, or teams

again. to specify mailboxes to place on hold. Use the search box to find user mailboxes and distribution groups (to place a hold on the mailboxes of group
members) to place on hold. You can also place a hold on the associated mailbox for a Microsoft Team, a Yammer Group, or an Office 365 Group. Select the user,
group, team check box, click Choose, and then click Done.

Note

When you click Choose users, groups, or teams to specify mailboxes to place on hold, the mailbox picker that's displayed is empty. This is by design to enhance
performance. To add people to this list, type a name (a minimum of 3 characters) in the search box.

* 9. After configuring a query-based hold, click Next.

* 10. Review your settings, and then click Create this hold. Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery-cases?view=0365-worldwide#step-4-pla

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 4

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription and an Sentinel workspace named Sentinell. You need to launch the Guided investigation — Process Alerts notebooks=
in Sentinel. What should you create first?

A. a Log Analytic workspace

B. a Kusto query

C. an Azure Machine learning workspace
D. an Azure logic app

Answer: B

NEW QUESTION 5
- (Exam Topic 4)
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Note: This question is part of series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 tenant. You create a label named CompanyConfidential in Microsoft Azure Information Protection.

You add CompanyConfidential to a global policy.

A user protects an email message by using CompanyConfidential and sends the label to several external recipients. The external recipients report that they cannot
open the email message.

You need to ensure that the external recipients can open protected email messages sent to them.

Solution: You create a new label in the global policy and instruct the user to resend the email message. Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 6

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the groups in the following table

Name Type
sroupl | Microsoft 365
i ,;.,_‘ Oistnbution
3 . s 4
Qroupd | Maill-enabled secunty
| )
Group4 seCunty

You plan to implement privileged access in Microsoft 365, Which groups can you specify as the default approval group?

A. Group4 only

B. Group3 or Group4 only

C. Groupl, Group2, or Grcup3

D. Groupl, Group3, or Group4 only

E. Groupl, Group2. Group3, or Group4

Answer: A
NEW QUESTION 7

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Role
User1 Global administrator
User2 Compliance administrator
User3 Security administrator
Userd Security operator

You plan to implement Azure Active Directory (Azure AD) Identity Protection. You need to identify which users can perform the following actions:
> Configure a user risk policy.

> View the risky users report.
Which users should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Configure a user risk policy: v

User1 only

User1 and User3 only

User3 and User4 only

User1, User3, and User4 only
User1, User2, User3, and User4

View the risky users report: v

User1 only

User3 and User4 only

User1, User2, and User3 only
User1, User3, and Userd only
User1, User2, User3, and User4

Solution:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/overview-identity-protection
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Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 8
- (Exam Topic 4)
You have an Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft 365 subscription. Contoso.com contains the groups shown in the

following table.
Name Type

| Group1 | Office 365
Group2 Distribution list

K

Group3 Mail-enabled security
Group4 Security

You plan to create a supervision policy named Policyl.
You need to identify which groups can be supervised by using Policyl. Which groups should you identify?

A. Groupl and Group4 only

B. Groupl only

C. Groupl, Group3, and Group4 only
D. Group2 and Group3 only

E. Groupl, Group2, and Group3 only

Answer: E

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/configure-supervision-policies ?view=0365-worldwi

NEW QUESTION 9

- (Exam Topic 4)

You have a Microsoft 365 tenant that is linked to a hybrid Azure Active Directory (Azure AD) tenant named contoso.com.
You need to enable Azure AD Seamless Single Sign-On (Azure AD SSO) for contoso.com. What should you use?

A. Azure AD Connect

B. the Azure Active Directory admin center
C. the Microsoft 365 Security admin center
D. the Microsoft 365 admin center

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

NEW QUESTION 10

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Groupl contains 100 users and has dynamic user membership.

All users have Windows 10 devices and use Microsoft SharePoint Online and Exchange Online. You create a sensitivity label named Label and publish Label 1 as
the default label for Group!. You need to ensure that the users in Groupl must apply Label! to their email and documents. Which two actions should you perform?
Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Install the Azure Information Protection unified labeling client on the Windows 10 devices.

B. From the Microsoft 365 Compliance center, modify the settings of the Labell policy.

C. Install the Active Directory Rights Management Services (AD RMS) client on the Windows 10 devices.
D. From the Microsoft 365 Compliance center, create an auto-labeling policy.

E. From the Azure Active Directory admin center, set Membership type for Groupl to Assigned.

Answer: DE

NEW QUESTION 11

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 100 users.

Microsoft Secure Score for the subscription is shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 12

You have a Microsoft 365 E5 subscription that contains a user named Userl and the groups shown in the following table.

- (Exam Topic 4)

Name Type
Group1 | Microsoft 365
Group2 | Distribution
Group3 | Mail-enabled security
Group4 | Security

You plan to create a communication compliance policy named Policyl.
You need to identify whose communications can be monitored by Policyl, and who can be assigned the Reviewer role for Policyl.
Who should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Policy1 can monitor the communications of:

User1 only

User1, Group1, and Group?2 only

User1, Group2, and Group3 only

User1, Group1, Group?2, and Group3 only
User1, Group1, Group?2, Group3, and Group4

The Reviewer role for Policy1 can be assigned to:

Solution:

User1 only

User1 and Group4 only

User1, Group3, and Group4 only

User1, Group1, Group3, and Groupd only
User1, Group1, Group?2, Group3, and Group4

Text, table Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/communication-compliance-configure?view=0365

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 13
- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 50 devices- The devices are enrolled in Microsoft Endpomt Manager and have Microsoft Defender for
Endpoint enabled. You need to identify devices that have a pending offline scan. What should you do?

A. From the Microsoft 365 Defender portal, review the Threat & Vulnerability Management dashboard.
B. From the Microsoft 365 Defender portal, review the Threat analytics dashboard
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C. From the Microsoft Endpoint Manager admin center, review the Detected malware report
D. From the Microsoft Endpoint Manager admin center, review the Antivirus agent status report.

Answer: A

NEW QUESTION 14

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some questions sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an on-premises Active Directory domain named contoso.com.
You install and run Azure AD Connect on a server named Serverl that runs Windows Server. You need to view Azure AD Connect events.

You use the Security event log on Serverl. Does that meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://support.pingidentity.com/s/article/PingOne-How-to-troubleshoot-an-AD-Connect-Instance

NEW QUESTION 15

- (Exam Topic 4)

You plan to add a file named ConfidentialHR.docx to a Microsoft SharePoint library.

You need to ensure that a user named Megan Bowen is notified when another user accesses ConfidentialHR.xIsx.
To complete this task, sign in to the Microsoft 365 portal.

Solution:
You need to configure an alert policy.

Go to the Security & Compliance Admin Center.

Navigate to Alerts > Alert Policies.

Click on + New alert policy to create a new policy.

Give the policy a name and select a severity level. For example: Medium.
In the Category section, select Information Governance and click Next.

In the Select an activity section, select Any file or folder activity.

Click Add a condition and select File name.

VWV VVVVVYVY

Type in the filename Confidential[HR.xIsx and click Next.
> In the email recipients section, add Megan Bowen and click Next.
> Click Finish to create the alert policy.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 16

- (Exam Topic 4)

Von haw a Microsoft 365 subscription.

You need to ensure that users on manually designate which content will be subject to data toss prevention (DIP) polices?

What should you create first?

A. a retention label

B. a custom sensitive information type
C. a safe attachments policy

D. a Data Subject Request (OSR)

Answer: D

NEW QUESTION 17

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains 1,000 Windows 10 devices. The devices are onboarded to Microsoft Defender for Endpoint.

You need to view a consolidated list of the common vulnerabilities and exposures (CVE) that affect the devices. The solution must minimize administrative effort.

Which Threat & Vulnerability Management page should you use?
A. Software inventory

B. Event timeline

C. Weaknesses

D. Security recommendations

Answer: C
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Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/tvm-weaknesses?view=0365-worldw

NEW QUESTION 18

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to ensure that users can manually designate which content will be subject to data loss prevention (DLP) policies.
What should you create first?

A. A retention label in Microsoft Office 365

B. A custom sensitive information type

C. A Data Subject Request (DSR)

D. A safe attachments policy in Microsoft Office 365

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/manage-gdpr-data-subject-requests-with-thedsr-

NEW QUESTION 19
- (Exam Topic 4)
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the groups shown in the following table.

Name Tvpe Email address
Groupl Security Group — Domain Local Groupl @contoso.com
Group?2 security Group — Universal None

Group3 Distribution Group — Global None

Groupd Distribution Group — Universal Groupd @contoso.com

The domain is synced to a Microsoft Azure Active Directory (Azure AD) tenant that contains the groups shown in the following table.

Name Tyvpe Membership tyvpe
Groupll Securnty group Assigned
Groupl2 Security group Dvynamic
Groupl 3 Office Assigned
Groupl4 Mail-enabled security group | Assigned

You create an Azure Information Protection policy named Policyl. You need to apply Policyl.
To which groups can you apply Policyl? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

On-premises Active Directory groups:

Group4 only Vv
Groupl and Group4 only

Group3 and Group4 only

Groupl. Group3. and Group4 only
Groupl. Group2. Group3. and Group4

Azure AD groups:

Group13 only v
Groupl3 and Group14 only

Groupl1l and Groupl2 only

Groupl1l. Groupl3, and Groupl4 only
Groupll. Groupl2.Groupl3.and Groupl4 only

Solution:

Reference:
https://docs.microsoft.com/en-us/azure/information-protection/prepare
Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 20
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- (Exam Topic 4)
You have a Microsoft 365 subscription that uses a default domain name of fabrikam.com. You create a safe links policy, as shown in the following exhibit.

Safe links policy for your grgamzation

Settings that apply to content across Office 365

When users click a blocked URL, they're redirected 1o a web page that explains why the URL is blocked
Block the foliowing URLS:

=]

‘ Enter a valid URL +

* phishing.*.*
malware.*com
* contoso.com |

Seitings that apply to content except email

These settings don’t apply to email messages. If you want to apply them for email, create
a safe links policy for email receipients.

Use safe links in;

f:ﬂ Office 356 ProPlus, Office for i0S and Android
[E’:.fo-ce Online of above applications

- For the lacations selected above:
| Do not track when users click safe links
[/] De not let users click through safe links to original URL:

Which URL can a user safely access from Microsoft Word Online?
A. fabrikam.phishing.fabrikam.com

B. malware.fabrikam.com

C. fabrikam.contoso.com

D. www.malware.fabrikam.com

Answer: D

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/set-up-a-custom-blocked-urls-list-wtih-atp

NEW QUESTION 21
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