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NEW QUESTION 1
Which of the following characteristics are described by the DIAP Information Readiness Assessment function? Each correct answer represents a complete
solution. Choose all that apply.

A. It performs vulnerability/threat analysis assessment.

B. It identifies and generates IA requirements.

C. It provides data needed to accurately assess IA readiness.
D. It provides for entry and storage of individual system dat

Answer: ABC

NEW QUESTION 2
Which of the following is NOT a valid maturity level of the Software Capability Maturity Model (CMM)?

A. Managed level

B. Defined level

C. Fundamental level
D. Repeatable level

Answer: C

NEW QUESTION 3
Which of the following security models dictates that subjects can only access objects through applications?

A. Biba-Clark model
B. Bell-LaPadula

C. Clark-Wilson

D. Biba model

Answer: C

NEW QUESTION 4
What component of the change management system is responsible for evaluating, testing, and documenting changes created to the project scope?

A. Scope Verification

B. Project Management Information System
C. Integrated Change Control

D. Configuration Management System

Answer: D

NEW QUESTION 5
Which of the following steps is the initial step in developing an information security strategy?

A. Perform a technical vulnerabilities assessment.
B. Assess the current levels of security awareness.
C. Perform a business impact analysis.

D. Analyze the current business strateg

Answer: D

NEW QUESTION 6
What is a stakeholder analysis chart?

A. It is a matrix that documents stakeholders' threats, perceived threats, and communication needs.

B. It is a matrix that identifies all of the stakeholders and to whom they must report to.

C. It is a matrix that documents the stakeholders' requirements, when the requirements were created, and when the fulfillment of the requirements took place..
D. It is a matrix that identifies who must communicate with who

Answer: A

NEW QUESTION 7

Which of the following response teams aims to foster cooperation and coordination in incident

prevention, to prompt rapid reaction to incidents, and to promote information sharing among members and the community at large?
A. CSIRT

B. CERT

C. FIRST

D. FedCIRC

Answer: C

NEW QUESTION 8
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You are advising a school district on disaster recovery plans. In case a disaster affects the main IT centers for the district they will need to be able to work from an
alternate location. However, budget is an issue. Which of the following is most appropriate for this client?

A. Cold site
B. Off site

C. Hot site
D. Warm site

Answer: A

NEW QUESTION 9
Which of the following is a process of monitoring data packets that travel across a network?

A. Password guessing
B. Packet sniffing

C. Shielding

D. Packet filtering

Answer: B

NEW QUESTION 10
Which of the following deals is a binding agreement between two or more persons that is enforceable by law?

A. Outsource

B. Proposal

C. Contract

D. Service level agreement

Answer: C

NEW QUESTION 11
Which of the following recovery plans includes specific strategies and actions to deal with specific variances to assumptions resulting in a particular security
problem, emergency, or state of affairs?

A. Disaster recovery plan

B. Contingency plan

C. Continuity of Operations Plan
D. Business continuity plan

Answer: B

NEW QUESTION 12
You are the project manager of the NGQQ Project for your company. To help you communicate project status to your stakeholders, you are going to create a
stakeholder register. All of the following information should be included in the stakeholder register except for which one?

A. Identification information for each stakeholder

B. Assessment information of the stakeholders' major requirements, expectations, and potential influence
C. Stakeholder classification of their role in the project

D. Stakeholder management strategy

Answer: D

NEW QUESTION 13
Which of the following persons is responsible for testing and verifying whether the security policy is properly implemented, and the derived security solutions are
adequate or not?

A. Data custodian
B. Auditor

C. User

D. Data owner

Answer: B

NEW QUESTION 14

You work as a project manager for SoftTech Inc. A threat with a dollar value of $150,000 is

expected to happen in your project and the frequency of threat occurrence per year is 0.001. What will be the annualized loss expectancy in your project?
A. $180.25

B. $150

C. $100

D. $120

Answer: B

NEW QUESTION 15
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You are the project manager for TTX project. You have to procure some electronics gadgets for the project. A relative of yours is in the retail business of those
gadgets. He approaches you for your favor to get the order. This is the situation of .

A. Conflict of interest

B. Bribery

C. lllegal practice

D. Irresponsible practice

Answer: A

NEW QUESTION 16

You are the program manager for your project. You are working with the project managers regarding the procurement processes for their projects. You have ruled
out one particular contract type because it is considered too risky for the program. Which one of the following contract types is usually considered to be the most
dangerous for the buyer?

A. Cost plus incentive fee

B. Fixed fee

C. Cost plus percentage of costs
D. Time and materials

Answer: C

NEW QUESTION 17

Shoulder surfing is a type of in-person attack in which the attacker gathers information about the premises of an organization. This attack is often performed by
looking surreptitiously at the keyboard of an employee's computer while he is typing in his password at any access point such as a terminal/Web site. Which of the
following is violated in a shoulder surfing attack?

A. Availability

B. Confidentiality
C. Integrity

D. Authenticity

Answer: B

NEW QUESTION 18
Which of the following plans is designed to protect critical business processes from natural or man-made failures or disasters and the resultant loss of capital due
to the unavailability of normal business processes?

A. Businesscontinuity plan

B. Crisis communication plan
C. Contingency plan

D. Disaster recovery plan

Answer: A

NEW QUESTION 19
Which of the following concepts represent the three fundamental principles of information security? Each correct answer represents a complete solution. Choose
three.

A. Confidentiality
B. Integrity

C. Availability

D. Privacy

Answer: ABC

NEW QUESTION 20

You work as the Senior Project manager in Dotcoiss Inc. Your company has started a software project using configuration management and has completed 70% of
it. You need to ensure that the network infrastructure devices and networking standards used in this project are installed in accordance with the requirements of its
detailed project design documentation. Which of the following procedures will you employ to accomplish the task?

A. Configuration identification

B. Physical configuration audit
C. Configuration control

D. Functional configuration audit

Answer: B

NEW QUESTION 21
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