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NEW QUESTION 1
Which of the following phases of DITSCAP includes the activities that are necessary for the continuing operation of an accredited IT system in its computing
environment and for addressing the changing threats that a system faces throughout its life cycle

A. Phase 1, Definition
B. Phase 3, Validation
C. Phase 4, Post Accreditation Phase
D. Phase 2, Verification

Answer: C

NEW QUESTION 2
Which of the following memorandums directs the Departments and Agencies to post clear privacy policies on World Wide Web sites, and provides guidance for
doing it

A. OMB M-99-18
B. OMB M-00-13
C. OMB M-03-19
D. OMB M-00-07

Answer: A

NEW QUESTION 3
Which of the following organizations is a USG initiative designed to meet the security testing, evaluation, and assessment needs of both information technology
(IT) producers and consumers

A. NSA
B. NIST
C. CNSS
D. NIAP

Answer: D

NEW QUESTION 4
The DoD 8500 policy series represents the Department's information assurance strategy. Which of the following objectives are defined by the DoD 8500 series
Each correct answer represents a complete solution. Choose all that apply.

A. Providing IA Certification and Accreditation
B. Providing command and control and situational awareness
C. Defending systems
D. Protecting information

Answer: BCD

NEW QUESTION 5
Fill in the blank with an appropriate section name. is a section of the SEMP template, which specifies the methods and reasoning planned to build the requisite
trade-offs between functionality, performance, cost, and risk.

A. System Analysis

Answer: A

NEW QUESTION 6
You work as a security engineer for BlueWell Inc. Which of the following documents will you use as a guide for the security certification and accreditation of
Federal Information Systems

A. NIST Special Publication 800-59
B. NIST Special Publication 800-37
C. NIST Special Publication 800-60
D. NIST Special Publication 800-53

Answer: B

NEW QUESTION 7
Which of the following persons in an organization is responsible for rejecting or accepting the residual risk for a system

A. System Owner
B. Information Systems Security Officer (ISSO)
C. Designated Approving Authority (DAA)
D. Chief Information Security Officer (CISO)

Answer: C
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NEW QUESTION 8
Which of the following certification levels requires the completion of the minimum security checklist, and the system user or an independent certifier can complete
the checklist

A. CL 2
B. CL 3
C. CL 1
D. CL 4

Answer: C

NEW QUESTION 9
Which of the following types of CNSS issuances describes how to implement the policy or prescribes the manner of a policy

A. Advisory memoranda
B. Instructions
C. Policies
D. Directives

Answer: B

NEW QUESTION 10
Which of the following terms describes the measures that protect and support information and information systems by ensuring their availability, integrity,
authentication, confidentiality, and non-repudiation

A. Information Systems Security Engineering (ISSE)
B. Information Protection Policy (IPP)
C. Information systems security (InfoSec)
D. Information Assurance (IA)

Answer: D

NEW QUESTION 11
Which of the following DITSCAP phases validates that the preceding work has produced an IS that operates in a specified computing environment

A. Phase 4
B. Phase 2
C. Phase 1
D. Phase 3

Answer: D

NEW QUESTION 12
Which of the following processes illustrate the study of a technical nature of interest to focused audience, and consist of interim or final reports on work made by
NIST for external
sponsors, including government and non-government sponsors

A. Federal Information Processing Standards (FIPS)
B. Special Publication (SP)
C. NISTIRs (Internal Reports)
D. DIACAP

Answer: C

NEW QUESTION 13
Which of the following agencies provides command and control capabilities and enterprise infrastructure to continuously operate and assure a global net-centric
enterprise in direct support to joint warfighters, National level leaders, and other mission and coalition partners
across the full spectrum of operations

A. DARPA
B. DTIC
C. DISA
D. DIAP

Answer: C

NEW QUESTION 14
Which of the following DITSCAP C&A phases takes place between the signing of the initial version of the SSAA and the formal accreditation of the system

A. Phase 3
B. Phase 2
C. Phase 4
D. Phase 1

Answer: B
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NEW QUESTION 15
An Authorizing Official plays the role of an approver. What are the responsibilities of an Authorizing Official Each correct answer represents a complete solution.
Choose all that apply.

A. Ascertaining the security posture of the organization's information system
B. Reviewing security status reports and critical security documents
C. Determining the requirement of reauthorization and reauthorizing information systems when required
D. Establishing and implementing the organization's continuous monitoring program

Answer: ABC

NEW QUESTION 16
Which of the following laws is the first to implement penalties for the creator of viruses, worms, and other types of malicious code that causes harm to the computer
systems

A. Computer Fraud and Abuse Act
B. Computer Security Act
C. Gramm-Leach-Bliley Act
D. Digital Millennium Copyright Act

Answer: A

NEW QUESTION 17
The National Information Assurance Certification and Accreditation Process (NIACAP) is the minimum standard process for the certification and accreditation of
computer and telecommunications systems that handle U.S. national security information. Which of the following participants are required in a NIACAP security
assessment Each correct answer represents a part of the solution. Choose all that apply.

A. Information Assurance Manager
B. Designated Approving Authority
C. Certification agent
D. IS program manager
E. User representative

Answer: BCDE

NEW QUESTION 18
Which of the following elements are described by the functional requirements task Each correct answer represents a complete solution. Choose all that apply.

A. Coverage
B. Accuracy
C. Quality
D. Quantity

Answer: ACD

NEW QUESTION 19
Which of the CNSS policies describes the national policy on certification and accreditation of national security telecommunications and information systems

A. NSTISSP N
B. 7
C. NSTISSP N
D. 11
E. NSTISSP N
F. 6
G. NSTISSP N
H. 101

Answer: C

NEW QUESTION 20
The phase 3 of the Risk Management Framework (RMF) process is known as mitigation planning. Which of the following processes take place in phase 3 Each
correct answer represents a complete solution. Choose all that apply.

A. Agree on a strategy to mitigate risks.
B. Evaluate mitigation progress and plan next assessment.
C. Identify threats, vulnerabilities, and controls that will be evaluated.
D. Document and implement a mitigation plan.

Answer: ABD

NEW QUESTION 21
......
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