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NEW QUESTION 1
What is the purpose of service rules in ClearPass? )

A. selects the Posture Policy used with OnGuard

B. selects the Enforcement Profiles used in a service
C. selects the Service to process a request

D. selects the Authentication Source for the client

Answer: D

NEW QUESTION 2

Which Authorization Source support device profile enforcement?
A. Local user Repository

B. Endpoint Repository

C. OnGuard Repository

D. Gust User Repository

Answer: A

NEW QUESTION 3

What is an effect of the Cache Timeout setting on the authentication source settings for Active Directory?

A. ClearPass will validate the user credentials, then, for the duration of the cach
B. ClearPass will just fetchaccount attributes.

C. The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the A/D server by caching the credentials
D. The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the A/D server by caching the attributes.

E. ClearPass will validate the user credentials on the first attempt, then will always fetch the account attributes
Answer: C

Explanation:

https://community.arubanetworks.com/blogs/arunkumar1/2020/10/20/what-is-the-differencebetween- authentication-cache-timeout-and-machine-authentication-

cache-timeout

NEW QUESTION 4
Which Authorization Source supports device profile enforcement?

A. OnGuard Repository
B. Endpoints Repository
C. Guest User Repository
D. Local User Repository

Answer: D

NEW QUESTION 5
What needs to be configured for ClearPass use an enforcement rule base on client Data Cap?

A. Interim Accounting on the Network Access Device (NAD).
B. Enable Active Sessions in ClearPass Guest

C. Enable Logging of Accounting Start-Stop packets.

D. Make sure the Endpoint Profiling is configured

Answer: A

NEW QUESTION 6

Which option supports DHCP profiling for devices in a network?

A. configuring ClearPass as a DHCP relay for the client

B. DHCP profiling is enabled on ClearPass by default; configuration of the network access devices is not necessary
C. enabling the DHCP server to profile endpoints and forward meta-data to ClearPass

D. enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass

Answer: A

NEW QUESTION 7

What is true regarding Posturing and Profiling?

A. Both Posturing and Profiling describe the same thing, what is the health of the client endpoinst?

B. Profiling describes categorizing the user based on their department while Posturing validates the user as authenticated
C. Posturing and Profiling are role assignments in ClearPass used internally to map to enforcement policies.

D. Profiling is the act of identifying the endpoint type while Posturing is assigning a status as to the health of the endpoint

Answer: A
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NEW QUESTION 8
What is RADIUS Change of Authorization (CoA)?

A. It allows ClearPass to transmit messages to the Network Attached Device/Network Attached Server (NAD/NAS) to modify a user’s session status

B. It allows clients to issue a privilege escalation request to ClearPass using RADIUS to switch to TACACS+

C. It is a mechanism that enables ClearPass to assigned a User-Based Tunnel (UBT) between a switch and controller for Dynamic Segmentation

D. It forces the client to re-authenticate upon roaming to an access point controlled by a foreign mobility controller.
Answer: A

Explanation:
Referencehttp://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_UserG

NEW QUESTION 9
Which fingerprint collectors can help to distinguish between an iPhone and an iPad? (Select two.)

A. IF-MAP

B. MAC OUI

C.HTTP

D. TCP header capture
E. SNMP

Answer: AB

NEW QUESTION 10

What happens when a client successfully authenticates but does not match any Enforcement Policy rules?
A. A RADIUS Accept is returned and the default Enforcement Profile is applied.

B. A RADIUS reject is returned for the client.

C. A RADIUS Accept is retuned, and the default rule is applied to the device.

D. A RADIUS Accept is returned with no Enforcement Profile applied

Answer: A

NEW QUESTION 11

Which option support DHCP profiling for devices in a network?

A. enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass

B. enabling the DHCP server to profile endpoints and forward meta-data to ClearPass

C. DHCP profiling is enabled on ClearPass by default configuration of the network access devices is not necessary

D. configuring ClearPass as a DHCP relay for the client

Answer: A

NEW QUESTION 12

An organization with 345 employees wants to have the guest create their own accounts for access to the public WLAN. and when guests reconnect they do not

want the guest to have to tog in again
Which ClearPass features can be used to meet these requirements?

A. ClearPass Onboard Portal

B. Guest access with MAC caching

C. Guest serf-registration with sponsor approval
D. Enforcement based on endpoint profiling

Answer: B

NEW QUESTION 13
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