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NEW QUESTION 1
Which of the following methods is the BEST way to demonstrate that an information security program provides appropriate coverage?

A. Security risk analysis
B. Gap assessment
C. Maturity assessment
D. Vulnerability scan report

Answer: C

NEW QUESTION 2
An organization's marketing department wants to use an online collaboration service, which is not in compliance with the information security policy, A risk
assessment is performed, and risk acceptance is being pursued. Approval of risk acceptance should be provided by:

A. the chief risk officer (CRO).
B. business senior management.
C. the information security manager.
D. the compliance officer.

Answer: B

NEW QUESTION 3
Which of the following is the BEST tool to monitor the effectiveness of information security governance?

A. Key performance indicators (KPIs)
B. Balanced scorecard
C. Business impact analysis (BIA)
D. Risk profile

Answer: B

Explanation: 
The best tool to monitor the effectiveness of information security governance is a Balanced Scorecard. A Balanced Scorecard is a performance management tool
used to measure the success of an organization's information security governance. It is a strategic planning and management system that helps organizations
track and measure the progress of their security initiatives by using a set of metrics across four areas: financial, customer, internal, and learning and growth. This
helps organizations to assess their progress and adjust their security strategies to ensure they are meeting their desired objectives.

NEW QUESTION 4
Which of the following is the BEST approach to make strategic information security decisions?

A. Establish regular information security status reporting.
B. Establish an information security steering committee.
C. Establish business unit security working groups.
D. Establish periodic senior management meetings.

Answer: B

Explanation: 
An Information Security Steering Committee is a group of stakeholders responsible for providing governance and guidance to the organization on all matters
related to information security. The committee provides oversight and guidance on security policies, strategies, and technology implementation. It also ensures that
the organization is in compliance with relevant laws and regulations. Additionally, it serves as a forum for discussing security-related issues and ensures that
security is taken into account when making strategic decisions.

NEW QUESTION 5
Which of the following is the GREATEST inherent risk when performing a disaster recovery plan (DRP) test?

A. Poor documentation of results and lessons learned
B. Lack of communication to affected users
C. Disruption to the production environment
D. Lack of coordination among departments

Answer: C

Explanation: 
The greatest inherent risk when performing a disaster recovery plan (DRP) test is disruption to the production environment. A DRP test involves simulating a
disaster scenario to ensure that the organization's plans are effective and that it is able to recover from an incident. However, this involves running tests on the
production environment, which has the potential to disrupt the normal operations of the organization. This inherent risk can be mitigated by running tests on a non-
production environment or by running tests at times when disruption will be minimized.

NEW QUESTION 6
Which of the following is the MOST effective way to prevent information security incidents?

A. Implementing a security information and event management (SIEM) tool
B. Implementing a security awareness training program for employees
C. Deploying a consistent incident response approach
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D. Deploying intrusion detection tools in the network environment

Answer: B

Explanation: 
The most effective way to prevent information security incidents is to implement a security awareness training program for employees. Security awareness training
provides employees with the knowledge and skills they need to identify potential security threats and protect their systems from unauthorized access and malicious
activity. Security awareness training also helps to ensure that employees understand their roles and responsibilities when it comes to information security, and can
help to reduce the risk of information security incidents by making employees more aware of potential risks. Additionally, implementing a security information and
event management (SIEM) tool, deploying a consistent incident response approach, and deploying intrusion detection tools in the network environment can also
help to reduce the risk of security incidents

NEW QUESTION 7
Which of the following is the PRIMARY reason to monitor key risk indicators (KRIs) related to information security?

A. To alert on unacceptable risk
B. To identify residual risk
C. To reassess risk appetite
D. To benchmark control performance

Answer: D

NEW QUESTION 8
Which of the following should be the FIRST step in developing an information security strategy?

A. Determine acceptable levels of information security risk
B. Create a roadmap to identify security baselines and controls
C. Perform a gap analysis based on the current state
D. Identify key stakeholders to champion information security

Answer: D

Explanation: 
The first step in developing an information security strategy is to identify key stakeholders who can provide support, guidance and resources for information
security initiatives. These stakeholders may include senior
management, business unit leaders, legal counsel, audit and compliance officers and other relevant parties. By engaging these stakeholders early on, an
information security manager can ensure that the strategy aligns with business objectives and expectations, as well as gain buy-in and commitment from them.
Determining acceptable levels of risk, creating a roadmap and performing a gap analysis are all important steps in developing an information security strategy, but
they should follow after identifying key stakeholders.

NEW QUESTION 9
Which of the following is the BEST way to reduce the risk associated with a bring your own device (BYOD) program?

A. Provide employee training on secure mobile device practices
B. Implement a mobile device management (MDM) solution.
C. Require employees to install an effective anti-malware app.
D. Implement a mobile device policy and standard.

Answer: B

Explanation: 
The best way to reduce the risk associated with a bring your own device (BYOD) program is to implement a mobile device policy and standard. This policy should
include guidelines and rules regarding the use of mobile devices, such as acceptable use guidelines and restrictions on the types of data that can be stored or
accessed on the device. Additionally, it should also include requirements for secure mobile device practices, such as the use of strong passwords, encryption, and
regular patching. A mobile device management (MDM) solution can also be implemented to help ensure mobile devices meet the organizational security
requirements. However, it is not enough to simply implement the policy and MDM solution; employees must also be trained on the secure mobile device practices
to ensure the policy is followed.

NEW QUESTION 10
Which of the following would BEST ensure that security is integrated during application development?

A. Employing global security standards during development processes
B. Providing training on secure development practices to programmers
C. Performing application security testing during acceptance testing
D. Introducing security requirements during the initiation phase

Answer: B

NEW QUESTION 11
Which of the following parties should be responsible for determining access levels to an application that processes client information?

A. The business client
B. The information security tear
C. The identity and access management team
D. Business unit management

Answer: D
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NEW QUESTION 12
An organization is going through a digital transformation process, which places the IT organization in an unfamiliar risk landscape. The information security
manager has been tasked with leading the IT risk management process. Which of the following should be given the HIGHEST priority?

A. Identification of risk
B. Analysis of control gaps
C. Design of key risk indicators (KRIs)
D. Selection of risk treatment options

Answer: A

NEW QUESTION 13
Which of the following is the BEST indication ofa successful information security culture?

A. Penetration testing is done regularly and findings remediated.
B. End users know how to identify and report incidents.
C. Individuals are given roles based on job functions.
D. The budget allocated for information security is sufficient.

Answer: B

NEW QUESTION 14
In an organization with a rapidly changing environment, business management has accepted an information security risk. It is MOST important for the information
security manager to ensure:

A. change activities are documented.
B. the rationale for acceptance is periodically reviewed.
C. the acceptance is aligned with business strategy.
D. compliance with the risk acceptance framework.

Answer: B

NEW QUESTION 15
Which of the following would be MOST effective in gaining senior management approval of security investments in network infrastructure?

A. Performing penetration tests against the network to demonstrate business vulnerability
B. Highlighting competitor performance regarding network best security practices
C. Demonstrating that targeted security controls tie to business objectives
D. Presenting comparable security implementation estimates from several vendors

Answer: C

Explanation: 
The most effective way to gain senior management approval of security investments in network infrastructure is by demonstrating that targeted security controls tie
to business objectives.
Security investments should be tied to business objectives and should support the overall goals of the organization. By demonstrating that the security controls will
directly support the organization's business objectives, senior management will be more likely to approve the investment.
According to the Certified Information Security Manager (CISM) Study Manual, "To gain senior
management's approval for investments in security, it is essential to show how the security controls tie to business objectives and are in support of the overall
goals of the organization."
While performing penetration tests against the network, highlighting competitor performance, and presenting comparable security implementation estimates from
vendors are all useful in presenting the value of security investments, they are not as effective as demonstrating how the security controls will support the
organization's business objectives.

NEW QUESTION 16
An organization is implementing an information security governance framework. To communicate the program's effectiveness to stakeholders, it is MOST
important to establish:

A. a control self-assessment (CSA) process.
B. automated reporting to stakeholders.
C. a monitoring process for the security policy.
D. metrics for each milestone.

Answer: D

NEW QUESTION 17
An intrusion has been detected and contained. Which of the following steps represents the BEST practice for ensuring the integrity of the recovered system?

A. Install the OS, patches, and application from the original source.
B. Restore the OS, patches, and application from a backup.
C. Restore the application and data from a forensic copy.
D. Remove all signs of the intrusion from the OS and application.

Answer: B

Explanation: 
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The BEST practice for ensuring the integrity of the recovered system after an intrusion is to restore the OS, patches, and application from a backup. This will
ensure that the system is in a known good state, without any potential residual malicious code or changes from the intrusion. Restoring from a backup also enables
the organization to revert to a previous configuration that has been tested and known to be secure. This step should be taken prior to conducting a thorough
investigation and forensic analysis to determine the cause and extent of the intrusion.

NEW QUESTION 18
Which of the following is the MOST important consideration when defining a recovery strategy in a business continuity plan (BCP)?

A. Legal and regulatory requirements
B. Likelihood of a disaster
C. Organizational tolerance to service interruption
D. Geographical location of the backup site

Answer: C

NEW QUESTION 19
A post-incident review identified that user error resulted in a major breach. Which of the following is MOST important to determine during the review?

A. The time and location that the breach occurred
B. Evidence of previous incidents caused by the user
C. The underlying reason for the user error
D. Appropriate disciplinary procedures for user error

Answer: C

NEW QUESTION 20
During the initiation phase of the system development life cycle (SDLC) for a software project, information security activities should address:

A. baseline security controls.
B. benchmarking security metrics.
C. security objectives.
D. cost-benefit analyses.

Answer: A

NEW QUESTION 21
......
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