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NEW QUESTION 1
- (Exam Topic 4)
An organization has implemented a distributed security administration system to replace the previous centralized one. Which of the following presents the
GREATEST potential concern?

A. Security procedures may be inadequate to support the change
B. A distributed security system is inherently a weak security system
C. End-user acceptance of the new system may be difficult to obtain
D. The new system will require additional resources

Answer: A

NEW QUESTION 2
- (Exam Topic 4)
One advantage of monetary unit sampling is the fact that

A. results are stated m terms of the frequency of items in error
B. it can easily be applied manually when computer resources are not available
C. large-value population items are segregated and audited separately
D. it increases the likelihood of selecting material items from the population

Answer: D

NEW QUESTION 3
- (Exam Topic 4)
Which of the following are used in a firewall to protect the entity's internal resources?

A. Remote access servers
B. Secure Sockets Layers (SSLs)
C. Internet Protocol (IP) address restrictions
D. Failover services

Answer: C

NEW QUESTION 4
- (Exam Topic 4)
An organization has established hiring policies and procedures designed specifically to ensure network administrators are well qualified Which type of control is in
place?

A. Detective
B. Compensating
C. Corrective
D. Directive

Answer: D

NEW QUESTION 5
- (Exam Topic 4)
In which of the following system development life cycle (SDLC) phases would an IS auditor expect to find that controls have been incorporated into system
specifications?

A. Implementation
B. Development
C. Feasibility
D. Design

Answer: D

NEW QUESTION 6
- (Exam Topic 4)
Which of the following is MOST important for an IS auditor to review when determining whether IT investments are providing value to tie business?

A. Return on investment (ROI)
B. Business strategy
C. Business cases
D. Total cost of ownership (TCO)

Answer: B

Explanation: 
Business strategy is the most important for an IS auditor to review when determining whether IT investments are providing value to the business, because:

 Business strategy is a plan or vision that defines the goals, objectives, and direction of the business, and how it intends to achieve them1234.

 Business strategy is the basis for aligning and prioritizing IT investments with the business needs, expectations, and outcomes1234[].

 Business strategy is the source for identifying and measuring the benefits and value that IT investments deliver to the business, such as increased revenue,
faster access to information, better customer service, or improved efficiency[1]2^ 3^ 4.
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 Business strategy is the criterion for evaluating and communicating the performance and impact of IT
investments on the business success[1]2^ 3^.

NEW QUESTION 7
- (Exam Topic 4)
A CFO has requested an audit of IT capacity management due to a series of finance system slowdowns during month-end reporting. What would be MOST
important to consider before including this audit in the program?

A. Whether system delays result in more frequent use of manual processing
B. Whether the system's performance poses a significant risk to the organization
C. Whether stakeholders are committed to assisting with the audit
D. Whether internal auditors have the required skills to perform the audit

Answer: B

NEW QUESTION 8
- (Exam Topic 3)
An IS auditor reviewing security incident processes realizes incidents are resolved and closed, but root causes are not investigated. Which of the following should
be the MAJOR concern with this situation?

A. Abuses by employees have not been reported.
B. Lessons learned have not been properly documented
C. vulnerabilities have not been properly addressed
D. Security incident policies are out of date.

Answer: C

NEW QUESTION 9
- (Exam Topic 3)
An IS auditor is reviewing processes for importing market price data from external data providers. Which of the following findings should the auditor consider
MOST critical?

A. The quality of the data is not monitored.
B. Imported data is not disposed frequently.
C. The transfer protocol is not encrypted.
D. The transfer protocol does not require authentication.

Answer: A

NEW QUESTION 10
- (Exam Topic 3)
Which of the following is the BEST evidence that an organization's IT strategy is aligned lo its business objectives?

A. The IT strategy is modified in response to organizational change.
B. The IT strategy is approved by executive management.
C. The IT strategy is based on IT operational best practices.
D. The IT strategy has significant impact on the business strategy

Answer: A

NEW QUESTION 11
- (Exam Topic 3)
Which of the following backup schemes is the BEST option when storage media is limited?

A. Real-time backup
B. Virtual backup
C. Differential backup
D. Full backup

Answer: C

NEW QUESTION 12
- (Exam Topic 3)
in a controlled application development environment the MOST important segregation of duties should be between the person who implements changes into the
production environment and the:

A. application programmer
B. systems programmer
C. computer operator
D. quality assurance (QA) personnel

Answer: A

NEW QUESTION 13
- (Exam Topic 2)
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In an online application which of the following would provide the MOST information about the transaction audit trail?

A. File layouts
B. Data architecture
C. System/process flowchart
D. Source code documentation

Answer: C

NEW QUESTION 14
- (Exam Topic 2)
Which of the following will MOST likely compromise the control provided By a digital signature created using RSA encryption?

A. Reversing the hash function using the digest
B. Altering the plaintext message
C. Deciphering the receiver's public key
D. Obtaining the sender's private key

Answer: D

NEW QUESTION 15
- (Exam Topic 2)
Which of the following controls BEST ensures appropriate segregation of dudes within an accounts payable department?

A. Ensuring that audit trails exist for transactions
B. Restricting access to update programs to accounts payable staff only
C. Including the creator's user ID as a field in every transaction record created
D. Restricting program functionality according to user security profiles

Answer: D

NEW QUESTION 16
- (Exam Topic 2)
Which of the following should be of MOST concern to an IS auditor reviewing the public key infrastructure (PKI) for enterprise email?

A. The certificate revocation list has not been updated.
B. The PKI policy has not been updated within the last year.
C. The private key certificate has not been updated.
D. The certificate practice statement has not been published

Answer: A

NEW QUESTION 17
- (Exam Topic 1)
During the design phase of a software development project, the PRIMARY responsibility of an IS auditor is to evaluate the:

A. Future compatibility of the application.
B. Proposed functionality of the application.
C. Controls incorporated into the system specifications.
D. Development methodology employed.

Answer: C

NEW QUESTION 18
- (Exam Topic 1)
Which of the following documents would be MOST useful in detecting a weakness in segregation of duties?

A. System flowchart
B. Data flow diagram
C. Process flowchart
D. Entity-relationship diagram

Answer: C

NEW QUESTION 19
- (Exam Topic 1)
During an external review, an IS auditor observes an inconsistent approach in classifying system criticality within the organization. Which of the following should be
recommended as the PRIMARY factor to determine system criticality?

A. Key performance indicators (KPIs)
B. Maximum allowable downtime (MAD)
C. Recovery point objective (RPO)
D. Mean time to restore (MTTR)

Answer: B
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NEW QUESTION 20
- (Exam Topic 1)
Which of the following would be an IS auditor's GREATEST concern when reviewing the early stages of a software development project?

A. The lack of technical documentation to support the program code
B. The lack of completion of all requirements at the end of each sprint
C. The lack of acceptance criteria behind user requirements.
D. The lack of a detailed unit and system test plan

Answer: C

NEW QUESTION 21
......
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