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NEW QUESTION 1
- (Exam Topic 4)
Which kind of SSAE audit report is most beneficial for a cloud customer, even though it’s unlikely the cloud provider will share it?

A. SOC 3
B. SOC 1 Type 2
C. SOC 2 Type 2
D. SOC 1 Type 1

Answer: C

Explanation: 
The SOC 3 is the least detailed, so the provider is not concerned about revealing it. The SOC 1 Types 1 and 2 are about financial reporting and not relevant. The
SOC 2 Type 2 is much more detailed and will most likely be kept closely held by the provider.

NEW QUESTION 2
- (Exam Topic 4)
What concept does the D represent within the STRIDE threat model?

A. Denial of service
B. Distributed
C. Data breach
D. Data loss

Answer: A

Explanation: 
Any application can be a possible target of denial of service (DoS) attacks. From the application side, the developers should minimize how many operations are
performed for unauthenticated users. This will keep the application running as quickly as possible and using the least amount of system resources to help minimize
the impact of any such attacks. None of the other options provided is the correct term.

NEW QUESTION 3
- (Exam Topic 4)
Gap analysis is performed for what reason?

A. To begin the benchmarking process
B. To assure proper accounting practices are being used
C. To provide assurances to cloud customers
D. To ensure all controls are in place and working properly

Answer: A

Explanation: 
The primary purpose of the gap analysis is to begin the benchmarking process against risk and security standards and frameworks.

NEW QUESTION 4
- (Exam Topic 4)
What's a potential problem when object storage versus volume storage is used within IaaS for application use and dependency?

A. Object storage is only optimized for small files.
B. Object storage is its own system, and data consistency depends on replication.
C. Object storage may have availability issues.
D. Object storage is dependent on access control from the host server.

Answer: B

Explanation: 
Object storage runs on its own independent systems, which have their own redundancy and distribution. To ensure data consistency, sufficient time is needed for
objects to fully replicate to all potential locations before being accessed. Object storage is optimized for high availability and will not be any less reliable than any
other virtual machine within a cloud environment. It is hosted on a separate system that does not have dependencies in local host servers for access control, and it
is optimized for files of all different sizes and uses.

NEW QUESTION 5
- (Exam Topic 4)
Which of the following could be used as a second component of multifactor authentication if a user has an RSA token?

A. Access card
B. USB thumb drive
C. Retina scan
D. RFID

Answer: C

Explanation: 
A retina scan could be used in conjunction with an RSA token because it is a biometric factor, and thus a different type of factor. An access card, RFID, and USB
thumb drive are all items in possession of a user, the same as an RSA token, and as such would not be appropriate.
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NEW QUESTION 6
- (Exam Topic 3)
What does a cloud customer purchase or obtain from a cloud provider?

A. Services
B. Hosting
C. Servers
D. Customers

Answer: A

Explanation: 
No matter what form they come in, "services" are obtained or purchased by a cloud customer from a cloud service provider. Services can come in many
forms--virtual machines, network configurations, hosting setups, and software access, just to name a few. Hosting and servers--or, with a cloud, more appropriately
virtual machines--are just two examples of "services" that a customer would purchase from a cloud provider. "Customers" would never be a service that's
purchased.

NEW QUESTION 7
- (Exam Topic 3)
A crucial decision any company must make is in regard to where it hosts the data systems it depends on. A debate exists as to whether it's best to lease space in a
data center or build your own data center--and now with cloud computing, whether to purchase resources within a cloud.
What is the biggest advantage to leasing space in a data center versus procuring cloud services?

A. Regulations
B. Control
C. Security
D. Costs

Answer: B

Explanation: 
When leasing space in a data center versus utilizing cloud services, a customer has a much greater control over its systems and services, from both the
hardware/software perspective and the operational management perspective. Costs, regulations, and security are all prime considerations regardless of the
hosting type selected. Although regulations will be the same in either hosting solution, in most instances, costs and security will be greater factors with leased
space.

NEW QUESTION 8
- (Exam Topic 3)
Which of the following is NOT one of the main intended goals of a DLP solution?

A. Showing due diligence
B. Preventing malicious insiders
C. Regulatory compliance
D. Managing and minimizing risk

Answer: B

Explanation: 
Data loss prevention (DLP) extends the capabilities for data protection beyond the standard and traditional security controls that are offered by operating systems,
application containers, and network devices. DLP is not specifically implemented to counter malicious insiders, and would not be particularly effective in doing so,
because a malicious insider with legitimate access would have other ways to obtain data. DLP is a set of practices and controls to manage and minimize risk,
comply with regulatory requirements, and show due diligence with the protection of data.

NEW QUESTION 9
- (Exam Topic 3)
With a federated identity system, where would a user perform their authentication when requesting services or application access?

A. Cloud provider
B. The application
C. Their home organization
D. Third-party authentication system

Answer: C

Explanation: 
With a federated identity system, a user will perform authentication with their home organization, and the application will accept the authentication tokens and user
information from the identity provider in order to grant access. The purpose of a federated system is to allow users to authenticate from their home organization.
Therefore, using the application or a third-party authentication system would be contrary to the purpose of a federated system because it necessitates the creation
of additional accounts. The use of a cloud provider would not be relevant to the operations of a federated system.

NEW QUESTION 10
- (Exam Topic 2)
What does the "SOC" acronym refer to with audit reports?

A. Service Origin Confidentiality
B. System Organization Confidentiality
C. Service Organizational Control
D. System Organization Control
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Answer: C

NEW QUESTION 11
- (Exam Topic 2)
Which aspect of cloud computing would make the use of a cloud the most attractive as a BCDR solution?

A. Interoperability
B. Resource pooling
C. Portability
D. Measured service

Answer: D

Explanation: 
Measured service means that costs are only incurred when a cloud customer is actually using cloud services. This is ideal for a business continuity and disaster
recovery (BCDR) solution because it negates the need to keep hardware or resources on standby in case of a disaster. Services can be initiated when needed and
without costs unless needed.

NEW QUESTION 12
- (Exam Topic 2)
Which of the following features is a main benefit of PaaS over IaaS?

A. Location independence
B. High-availability
C. Physical security requirements
D. Auto-scaling

Answer: D

Explanation: 
With PaaS providing a fully configured and managed framework, auto-scaling can be implemented to programmatically adjust resources based on the current
demands of the environment.

NEW QUESTION 13
- (Exam Topic 2)
What does static application security testing (SAST) offer as a tool to the testers?

A. Production system scanning
B. Injection attempts
C. Source code access
D. Live testing

Answer: C

Explanation: 
Static application security testing (SAST) is conducted with knowledge of the system, including source code, and is done against offline systems.

NEW QUESTION 14
- (Exam Topic 1)
When is a virtual machine susceptible to attacks while a physical server in the same state would not be?

A. When it is behind a WAF
B. When it is behind an IPS
C. When it is not patched
D. When it is powered off

Answer: D

Explanation: 
A virtual machine is ultimately an image file residing a file system. Because of this, even when a virtual machine is "powered off," it is still susceptible to attacks
and modification. A physical server that is powered off would not be susceptible to attacks.

NEW QUESTION 15
- (Exam Topic 1)
Which of the following threat types can occur when an application does not properly validate input and can be leveraged to send users to malicious sites that
appear to be legitimate?

A. Unvalidated redirects and forwards
B. Insecure direct object references
C. Security miscomfiguration
D. Sensitive data exposure

Answer: A

Explanation: 
Many web applications offer redirect or forward pages that send users to different, external sites. If these pages are not properly secured and validated, attackers
can use the application to forward users off to sites for phishing or malware attempts. These attempts can often be more successful than direct phishing attempts
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because users will trust the site or application that sent them there, and they will assume it has been properly validated and approved by the trusted application's
owners or operators. Security misconfiguration occurs when applications and systems are not properly configured for security--often a result of misapplied or
inadequate baselines. Insecure direct object references occur when code references aspects of the infrastructure, especially internal or private systems, and an
attacker can use that knowledge to glean more information about the infrastructure. Sensitive data exposure occurs when an application does not use sufficient
encryption and other security controls to protect sensitive application data.

NEW QUESTION 16
- (Exam Topic 1)
What is the data encapsulation used with the SOAP protocol referred to?

A. Packet
B. Envelope
C. Payload
D. Object

Answer: B

Explanation: 
Simple Object Access Protocol (SOAP) encapsulates its information in what is known as a SOAP envelope and then leverages common communications protocols
for transmission.

NEW QUESTION 17
- (Exam Topic 1)
Which of the following roles involves the connection and integration of existing systems and services to a cloud environment?

A. Cloud service business manager
B. Cloud service user
C. Cloud service administrator
D. Cloud service integrator

Answer: D

Explanation: 
The cloud service integrator is the official role that involves connecting and integrating existing systems and services with a cloud environment. This may involve
moving services into a cloud environment, or connecting to external cloud services and capabilities from traditional data center-hosted services.

NEW QUESTION 18
- (Exam Topic 1)
Which type of cloud model typically presents the most challenges to a cloud customer during the "destroy" phase of the cloud data lifecycle?

A. IaaS
B. DaaS
C. SaaS
D. PaaS

Answer: C

Explanation: 
With many SaaS implementations, data is not isolated to a particular customer but rather is part of the overall application. When it comes to data destruction, a
particular challenge is ensuring that all of a customer's data is completely destroyed while not impacting the data of other customers.

NEW QUESTION 19
- (Exam Topic 1)
Which networking concept in a cloud environment allows for network segregation and isolation of IP spaces?

A. PLAN
B. WAN
C. LAN
D. VLAN

Answer: D

Explanation: 
A virtual area network (VLAN) allows the logical separation and isolation of networks and IP spaces to provide enhanced security and controls.

NEW QUESTION 20
- (Exam Topic 1)
Which protocol does the REST API depend on?

A. HTTP
B. XML
C. SAML
D. SSH

Answer: A

Explanation: 
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Representational State Transfer (REST) is a software architectural scheme that applies the components, connectors, and data conduits for many web applications
used on the Internet. It uses and relies on the HTTP protocol and supports a variety of data formats.

NEW QUESTION 21
......
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