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NEW QUESTION 1
A DevOps Engineer wants to prevent Developers from pushing updates directly to the company’s master branch in AWS CodeCommit. These updates should be
approved before they are merged.
Which solution will meet these requirements?

A. Configure an IAM role for the Developers with access to CodeCommit and an explicit deny for write actions when the reference is the maste
B. Allow Developers to use feature branches and create a pull request when a feature is complet
C. Allow an approver to use CodeCommit to view the changes and approve the pull requests.
D. Configure an IAM role for the Developers to use feature branches and create a pull request when a feature is complet
E. Allow CodeCommit to test all code in the feature branches, and dynamically modify the IAM role to allow merging the feature branches into the maste
F. Allow an approver to use CodeCommit to view the changes and approve the pull requests.
G. Configure an IAM role for the Developers to use feature branches and create a pull request when a feature is complet
H. Allow CodeCommit to test all code in the feature branches, and issue a new AWS Security Token Service (STS) token allowing a one-time API call to merge the
feature branches into the maste
I. Allow an approver to use CodeCommit to view the changes and approve the pull requests.
J. Configure an IAM role for the Developers with access to CodeCommit and attach an access policy to the CodeCommit repository that denies the Developers
role access when the reference is maste
K. Allow Developers to use feature branches and create a pull request when a feature is complet
L. Allow an approver to use CodeCommit to view the changes and approve the pull requests.

Answer: D

NEW QUESTION 2
A Development team creates a build project in AWS CodeBuild. The build project invokes automated tests of modules that access AWS services.
Which of the following will enable the tests to run the MOST securely?

A. Generate credentials for an IAM user with a policy attached to allow the actions on AWS service
B. Store credentials as encrypted environment variables for the build projec
C. As part of the build script, obtain the credentials to run the integration tests.
D. Have CodeBuild run only the integration tests as a build job on a Jenkins serve
E. Create a role that has a policy attached to allow the actions on AWS service
F. Generate credentials for an IAM user that is allowed to assume the rol
G. Configure the credentials as secrets in Jenkins, and allow the build job to use them to run the integration tests.
H. Create a service role in IAM to be assumed by CodeBuild with a policy attached to allow the actions on AWS service
I. Configure the build project to use the role created.
J. Use AWS managed credential
K. Encrypt the credentials with AWS KM
L. As part of the build script, decrypt with AWS KMS and use these credentials to run the integration tests.

Answer: B

NEW QUESTION 3
A company has multiple child accounts that are part of an organization in AWS Organizations. The security team needs to review every Amazon EC2 security
group and their inbound and outbound rules. The security team wants to programmatically retrieve this information from the child accounts using an AWS Lambda
function in the master account of the organization.
Which combination of access changes will meet these requirements? (Select THREE.)

A. Create a trust relationship that allows users in the child accounts to assume the master account IAM role.
B. Create a trust relationship that allows users in the master account to assume the IAM roles of the child accounts.
C. Create an IAM role in each child account that has access to the AmazonEC2ReadOnlyAccess managed policy.
D. Create an IAM role in each child account to allow the sts:AssumeRole action against the master account IAM role's ARN.
E. Create an IAM role in the master account that allows the sts:AssumeRole action against the child account IAM role's ARN.
F. Create an IAM role in the master account that has access to the AmazonEC2ReadOnlyAccess managed policy.

Answer: ADF

NEW QUESTION 4
A company must ensure consistent behavior of an application running on Amazon Linux in its corporate
ecosystem before moving into AWS. The company has an existing automated server build system using VMware. The goal is to demonstrate the functionality of
the application and its prerequisites on the new target operating system.
The DevOps Engineer needs to use the existing corporate server pipeline and virtualization software to create a server image. The server image will be tested on-
premises to resemble the build on Amazon EC2 as closely as possible.
How can this be accomplished?

A. Download and integrate the latest ISO of CentOS 7 and execute the application deployment on the resulting server.
B. Launch an Amazon Linux AMI using an AWS OpsWorks deployment agent onto the on-premises infrastructure, then execute the application deployment.
C. Build an EC2 instance with the latest Amazon Linux operating system, and use the AWS Import/Export service to export the EC2 image to a VMware ISO in
Amazon S3. Then import the resulting ISO onto the on-premises system.
D. Download and integrate the latest ISO of Amazon Linux 2 and execute the application deployment on the resulting serve
E. Confirm that operating system testing results are consistent with EC2 operating system behavior.

Answer: D

NEW QUESTION 5
A law firm is running a web application on AWS. The system manages legal documents uploaded by users, and stores the documents in Amazon S3. Users have
complained that file uploads are taking too long and there are timeouts during peak usage. A DevOps engineer found that web servers are managing concurrent
uploads and are overloaded.
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Which actions should be taken to troubleshoot the issue in the MOST cost-effective manner?

A. Create an AWS CloudFront distribution in front of the web servers, and modify the application to upload to Amazon S3 using S3 Transfer Acceleration.
B. Modify the application so the browser uses a signed URL to directly upload to Amazon S3 using multipart uploads.
C. Create an AWS CloudFront distribution in front of the web servers, and modify the application to store files in Amazon EFS in the Max I/O performance mode.
D. Place the web servers in an Amazon EC2 Auto Scaling group to include Spot Instances and modify the application to upload to Amazon S3 using multipart
uploads.

Answer: A

NEW QUESTION 6
A company has multiple development teams sharing one AWS account. The development team's manager wants to be able to automatically stop Amazon EC2
instances and receive notifications if resources are idle and not tagged as production resources
Which solution will meet these requirements?

A. Use a scheduled Amazon CloudWatch Events rule to filter for Amazon EC2 instance status checks and identify idle EC2 instance
B. Use the CloudWatch Events rule to target an AWS Lambda function to stop non-production instances and send notifications.
C. Use a scheduled Amazon CloudWatch Events rule to filter AWS Systems Manager events and identifyidle EC2 instances and resource
D. Use the CloudWatch Events rule to target an AWS Lambda function to stop non-production instances and send notifications.
E. Use a scheduled Amazon CloudWatch Events rule to target a custom AWS Lambda function that runs AWS Trusted Advisor checks Create a second
CloudWatch Events rule to filter events from Trusted Advisor to trigger a Lambda function to stop idle non-production instances and send notifications
F. Use a scheduled Amazon CloudWatch Events rule to target Amazon Inspector events for idle EC2 instances Use the CloudWatch Events rule to target the AWS
Lambda function to stop non-production instances and send notifications

Answer: A

NEW QUESTION 7
A company is using AWS CodeBuild, AWS CodeDeploy, and AWS CodePipeline to deploy applications automatically to an Amazon EC2 instance. A DevOps
Engineer needs to perform a security assessment scan of the operating system on every application deployment to the environment.
How should this be automated?

A. Use Amazon CloudWatch Events to monitor for Auto Scaling event notifications of new instances and configure CloudWatch Events to trigger an Amazon
Inspector scan.
B. Use Amazon CloudWatch Events to monitor for AWS CodeDeploy notifications of a successful code deployment and configure CloudWatch Events to trigger an
Amazon Inspector scan.
C. Use Amazon CloudWatch Events to monitor for CodePipeline notifications of a successful code deployment and configure CloudWatch Events to trigger an
AWS X-Ray scan.
D. Use Amazon Inspector as a CodePipeline task after the successful use of CodeDeploy to deploy the code to the systems.

Answer: A

NEW QUESTION 8
A company is using AWS Organizations and wants to implement a governance strategy with the following requirements:
• AWS resource access is restricted to the same two Regions for all accounts.
• AWS services are limited to a specific group of authorized services for all accounts.
• Authentication is provided by Active Directory.
• Access permissions are organized by job function and are identical in each account. Which solution will meet these requirements?

A. Establish an organizational unit (OU) with group policies in the master account to restrict Regions and authorized service
B. Use AWS Cloud Formation StackSets to provision roles with permissions for each job function, including an IAM trust policy for IAM identity provider
authentication in each account.
C. Establish a permission boundary in the master account to restrict Regions and authorized service
D. Use AWS CloudFormation StackSet to provision roles with permissions for each job function, including an IAM trust policy for IAM identity provider
authentication in each account.
E. Establish a service control policy in the master account to restrict Regions and authorized service
F. Use AWS Resource Access Manager to share master account roles with permissions for each job function, including AWS SSO for authentication in each
account.
G. Establish a service control policy in the master account to restrict Regions and authorized service
H. Use CloudFormation StackSet to provision roles with permissions for each job function, including an IAM trust policy for IAM identity provider authentication in
each account.

Answer: D

NEW QUESTION 9
An e-commerce company is running a web application in an AWS Elastic Beanstalk environment. In recent months, the average load of the Amazon EC2
instances has been increased to handle more traffic.
The company would like to improve the scalability and resilience of the environment. The Development team has been asked to decouple long-running tasks from
the environment if the tasks can be executed asynchronously. Examples of these tasks include confirmation emails when users are registered to the platform, and
processing images or videos. Also, some of the periodic tasks that are currently running within the web server should be offloaded.
What is the most time-efficient and integrated way to achieve this?

A. Create an Amazon SQS queue and send the tasks that should be decoupled from the Elastic Beanstalk web server environment to the SQS queu
B. Create a fleet of EC2 instances under an Auto Scaling grou
C. Use an AMI that contains the application to process the asynchronous tasks, configure the application to listen for messages within the SQS queue, and create
periodic tasks by placing those into the cron in the operating syste
D. Create an environment variable within the Elastic Beanstalk environment with a value pointing to the SQS queue endpoint.
E. Create a second Elastic Beanstalk worker tier environment and deploy the application to process the asynchronous tasks ther
F. Send the tasks that should be decoupled from the original Elastic Beanstalk web server environment to the auto-generated Amazon SQS queue by the Elastic
Beanstalk worker environmen
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G. Place a cron.yaml file within the root of the application source bundle for the worker environment periodic task
H. Use environment links to link the web server environment with the worker environment.
I. Create a second Elastic Beanstalk web server tier environment and deploy the application to process the asynchronous task
J. Send the tasks that should be decoupled from the original Elastic Beanstalk web server to the auto-generated Amazon SQS queue by the Elastic Beanstalk web
server tier environmen
K. Place a cron.yaml file within the root of the application source bundle for the second web server tier environment with the necessary periodic task
L. Use environment links to link both web server environments.
M. Create an Amazon SQS queue and send the tasks that should be decoupled from the Elastic Beanstalk web server environment to the SQS queu
N. Create a fleet of EC2 instances under an Auto Scaling grou
O. Install and configure the application to listen for messages within the SQS queue from UserData and create periodic tasks by placing those into the cron in the
operating syste
P. Create an environment variable within the Elastic Beanstalk web server environment with a value pointing to the SQS queue endpoint.

Answer: C

NEW QUESTION 10
A company updated the AWS CloudFormation template tor a critical business application. The stack update process Tailed due to an error in me updated
template, and CloudFormation automatically began the stack rollback process Later, a DevOps engineer found the application was still unavailable, and that the
stack was in the UPDATE_ROLLBACK_FALED state
Which combination of actions will allow the stack rollback to complete successful/? (Select TWO)

A. Attach the AWSCloudFormationFulAccess IAM policy to the CloudFormation role
B. Automatically heal the stack resources using CloudFormation drift detection.
C. Issue a ContinueUpdateRolback command from the CloudFormation console or AWS CLI
D. Manually the resources to match the expectations of the stack.
E. Update the existing CloudFormation stack using the original template

Answer: AB

NEW QUESTION 11
During metric analysis, your team has determined that the company's website during peak hours is experiencing response times higher than anticipated. You
currently rely on Auto Scaling to make sure that you are scaling your environment during peak windows. How can you improve your Auto Scaling policy to reduce
this high response time? Choose 2 answers.

A. Push custom metrics to CloudWatch to monitor your CPU and network bandwidth from your servers, which will allow your Auto Scaling policy to have betterfine-
grain insight.
B. IncreaseyourAutoScalinggroup'snumberofmaxservers.
C. Create a script that runs and monitors your servers; when it detects an anomaly in load, it posts to an Amazon SNS topic that triggers Elastic Load Balancing to
add more servers to the load balancer.
D. Push custom metrics to CloudWatch for your application that include more detailed information about your web application, such as how many requests it is
handling and how many are waiting to be processed.

Answer: BD

Explanation: 
Option B makes sense because maybe the max servers is low hence the application cannot handle the peak load.
Option D helps in ensuring Autoscaling can scale the group on the right metrics.
For more information on Autoscaling health checks, please refer to the below document link: from AWS

 http://docs.aws.amazon.com/autoscaling/latest/userguide/healthcheck.html

NEW QUESTION 12
A DevOps Engineer must improve the monitoring of a Finance team payments microservice that handles transactions for an e-commerce platform. The
microservice runs on multiple Amazon EC2 instances. The Finance team would like to know the number of payments per minute, and the team would like to be
notified when this metric falls below a specified threshold.
How can this be cost-effectively automated?

A. Have the Development team log successful transactions to an application lo
B. Set up Logstash on each instance, which sends logs to an Amazon ES cluste
C. Create a Kibana dashboard for the Finance team that graphs the metric.
D. Have the Development team post the number of successful transactions to Amazon CloudWatch as a custom metri
E. Create a CloudWatch alarm when the threshold is breached, and use Amazon SNS to notify the Finance team.
F. Have the Development team log successful transactions to an application lo
G. On each instance, set up the Amazon CloudWatch Logs agent to send application logs to CloudWatch Log
H. Use an EC2 instance to monitor a metric filter, and send notifications to the Finance team.
I. Have the Development team log successful transactions to an application lo
J. Set up the Amazon CloudWatch agent on each instanc
K. Create a CloudWatch alarm when the threshold is breached, and use Amazon SNS to notify the Finance team.

Answer: B

NEW QUESTION 13
You have an ELB setup in AWS with EC2 instances running behind it. You have been requested to monitor the incoming connections to the ELB. Which of the
below options can suffice this requirement?

A. UseAWSCIoudTrail with your load balancer
B. Enable access logs on the load balancer
C. Use a CloudWatch Logs Agent
D. Create a custom metric CloudWatch filter on your load balancer
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Answer: B

Explanation: 
Clastic Load Balancing provides access logs that capture detailed information about requests sent to your load balancer. Cach log contains information such as
the time the request was received, the client's IP address, latencies, request paths, and server responses. You can use these access logs to analyze traffic
patterns and to troubleshoot issues.
Option A is invalid because this service will monitor all AWS services Option C and D are invalid since CLB already provides a logging feature.
For more information on ELB access logs, please refer to the below document link: from AWS

 http://docs.aws.amazon.com/elasticloadbalancing/latest/classic/access-log-collection.html

NEW QUESTION 14
The Deployment team has grown substantially in recent months and so has the number of projects that use separate code repositories. The current process
involves configuring AWS CodePipeline manually, and there have been service limit alerts for the count of Amazon S3 buckets.
Which pipeline option will reduce S3 bucket sprawl alerts?

A. Combine the multiple separate code repositories into a single one, and deploy using a global AWS CodePipeline that has logic for each project.
B. Create new pipelines by using the AWS API or AWS CLI, and configure them to use a single global S3 bucket with separate prefixes for each project.
C. Create a new pipeline in a different region for each project to bypass the service limits for S3 buckets in a single region.
D. Create a new pipeline and for S3 bucket for each project by using the AWS API or AWS CLI to bypass the service limits for S3 buckets in a single account

Answer: A

NEW QUESTION 15
A DevOps engineer is tasked with migrating Docker containers used for a workload to AWS. The solution must allow for changes to be deployed into development
and test environments automatically by updating each container and checking it into a container registry Once the containers are pushed, they must be deployed
automatically
Which solution will meet these requirements?

A. Store container images in Amazon S3. Run the containers in AWS Elastic Beanstalk using a multicontainer Docker environmen
B. Configure Elastic Beanstalk to redeploy the containers if it detectsa new version in Amazon S3.
C. Store container images in AWS Artifact Use AWS CodePipeline to trigger a deployment if a new container version is create
D. Use AWS CodeDeploy to deploy new containers to Amazon EKS.
E. Store container images in Amazon ECR Use AWS CodePipeline to trigger a deployment if a new container version is created Use AWS CodeDeploy to deploy
the image to AWS Fargate.
F. Store container images in Docker Hub Install Docker on an Amazon EC2 instance and use AWS CodePipeline and AWS CodeDeploy to deploy any new
containers

Answer: C

NEW QUESTION 16
A company wants to migrate its content sharing web application hosted on Amazon EC2 to a serverless architecture. The company currently deploys changes to
its application by creating a new Auto Scaling group of EC2 instances and a new Elastic Load Balancer and then shifting the traffic away using an Amazon Route
53 weighted routing policy
For its new serverless application, the company is planning to use Amazon API Gateway and AWS Lambda The company will need to update its deployment
processes to work with the new application. It will also need to retain the ability to test new features on a small number of users before rolling the features out to
the entire user base
Which deployment strategy will meet these requirements?

A. Use AWS CDK to deploy API Gateway and Lambda function
B. When code needs to be changed, update the AWS CloudFormation stack and deploy the new version of the APIs and Lambda function
C. Use a Route 53 failover routing policy for the canary release strategy.
D. Use AWS CloudFormation to deploy API Gateway and Lambda functions using Lambda function versions When code needs to be changed, update the
CloudFormation stack with the new Lambda code and update the API versions using a canary release strategy Promote the new version when testing is complete.
E. Use AWS Elastic Beanstalk to deploy API Gateway and Lambda functions When code needs to be changed, deploy a new version of the API and Lambda
function
F. Shift traffic gradually using an Elastic Beanstalk blue/green deployment.
G. Use AWS OpsWorks to deploy API Gateway in the service layer and Lambda functions in a custom laye
H. When code needs to be changed, use OpsWorks to perform a blue/green deployment and shift traffic gradually

Answer: B

NEW QUESTION 17
A company is implementing AWS CodePipeline to automate its testing process. The company wants to be notified when the execution state fails and used the
following custom event pattern in Amazon CloudWatch:
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Which type of events will match this event pattern?

A. Failed deploy and build actions across all the pipelines.
B. All rejected or failed approval actions across all the pipelines.
C. All the events across all pipelines.
D. Approval actions across all the pipelines.

Answer: B

Explanation: 
https://docs.aws.amazon.com/codepipeline/latest/userguide/detect-state-changes-cloudwatch-events.html

NEW QUESTION 18
A company runs several applications across multiple AWS accounts in an organization in AWS Organizations. Some of the resources are not tagged properly, and
the company's finance team cannot determine which costs are associated with which applications. A DevOps engineer must remediate this issue and prevent this
issue from happening in the future.
Which combination of actions should the DevOps engineer take to meet these requirements? (Select TWO.)

A. Activate the user-defined cost allocation tags in each AWS account.
B. Create and attach an SCP that requires a specific tag.
C. Define each line of business (LOB) in AWS Budget
D. Assign the required tag to each resource.
E. Scan all accounts with Tag Edito
F. Assign the required tag to each resource.
G. Use the budget report to find untagged resource
H. Assign the required tag to each resource.

Answer: CD

NEW QUESTION 19
An application runs on Amazon EC2 instances behind an Application Load Balancer (ALB). A DevOps engineer is using AWS CodeDeploy to release a new
version. The deployment fails during the AllowTraffic lifecycle event, but a cause for the failure is not indicated in the deployment logs.
What would cause this?

A. The appspec.yml file contains an invalid script to execute in the AllowTraffic lifecycle hook.
B. The user who initiated the deployment does not have the necessary permissions to interact with the ALB
C. The health checks specified for the ALB target group are misconfigured.
D. The CodeDeploy agent was not installed in the EC2 instances that are part of the ALB target group.

Answer: C

NEW QUESTION 20
A company has a web application that uses an Amazon DynamoDB table in a single AWS Region to store user information. To support an increasingly global user
base, the application must run in a secondary Region and allow users to connect to their closest Region and fail over to the secondary Region.
Which approach should be used to ensure the deployment meets these requirements?

A. Configure DynamoDB streams to copy data between Regions, deploy the web stack in both Regions, and configure Amazon Route 53 to use a geoproximity
routing policy with health checks.
B. Convert the DynamoDB table to a global table, deploy the web stack in both Regions, and configure Amazon Route 53 to use a geoproximity routing policy with
health checks.
C. Define DynamoDB cross-region backups to copy data to the secondary Region, deploy the web stack in both Regions, and configure Amazon Route 53 to use a
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latency-based routing policy with health checks.
D. Use DynamoDB Accelerator to copy data to the secondary Region, deploy the web stack in both Regions, and configure Amazon Route 53 to use a failover
routing policy.

Answer: A

NEW QUESTION 21
......
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