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NEW QUESTION 1
Drag and drop the QoS technologies from the left onto the correct capabilities on the right

Solution:

e SN SR S —-— - S_- S_— - - _—_— {__ S_-— _— -

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 2
Which management category is not part of FCAPS framework?

A. Configuration

B. Security

C. Performance

D. Authentication

E. Fault-management

Answer: D

NEW QUESTION 3

A customer migrates from a traditional Layer 2 data center network into a new SDN-based spine-and-leaf VXLAN EVPN data center within the same location The
networks are joined to enable host migration at Layer 2 What is the final migration step after hosts have physically migrated to have traffic flowing through the new
network without changing any host configuration?

A. Shut down legacy Layer 3 SVI

B. clear ARP caches on all hosts being migrated and then configure the legacy VRRP address onto new VXLAN core switches
C. Increase VRRP priorities on new infrastructure over legacy VRRP values, then shut down legacy SVIs

D. Shut down legacy infrastructure to allow VXLAN gateways to become active

E. Shut down legacy Layer 3 SVIs and activate new preconfigured Layer 3 SVIs on VXLAN

Answer: D

NEW QUESTION 4

You have been asked to design a remote access VPN solution to support up to 2000 devices. You must ensure that only corporate assets are allowed to connect
to the VPN, and users must authenticate to gain access of their based on their user role. Users must use a password that they are already using to access existing
applications . A user may not always use the same device to access the VPN. Which two options combined meet the requirements? (Choose two)

A. Use local usernames and passwords on the VPN device

B. Deploy a central authentication directory that users can be authenticated and authorized against
C. Deploy certificates that are unique to each user

D. Deploy an IPsec VPN solution
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E. Deploy certificates that are unique to each device
F. Deploy a SSL VPN solution

Answer: BF

NEW QUESTION 5
Refer to the exhibit.
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Company XYZ BGP topology is as shown in the diagram. The interface on the LA router connected toward the 10.1.5.0/24 network is faulty and is going up and
down, which affects the entire routing domain. Which routing technique can be used in the routing policy design so that the rest of the network is not affected by
the flapping issue?

A. Use route dampening on LA router for the 10 1 5 0/24 network so that it does not get propagated when it flaps up and down

B. Use route filtering on Chicago router to block the 10.1.5.0/24 network from coming in from the LA router

C. Use route filtering on LA router to block the 10.15.0/24 network from getting propagated toward Chicago and New York

D. Use route aggregation on LA router to summarize the 10.1.4.0V24, 10.1.5.0724, 10.1.6.0/24. and 10.1.7.0/24 networks toward Chicago

Answer: D

NEW QUESTION 6
Which two benefits can software-defined networks provide to businesses? (Choose two.)

. provides additional redundancy
. reduction of OpEx/CapEx

. reduced latency

. decentralized management

. enables innovation

. meets high traffic demands

mTmoOw>

Answer: BE

NEW QUESTION 7
Company ABC wants to minimize the risk of users plugging unauthorized switches and hubs into the network Which two features can be used on the LAN access
ports to support this design requirement? (Choose two.)

A. Loop Guard
B. PortFast
C.DTF

D. Root Guard
E. BPDU Guard

Answer: BE

NEW QUESTION 8
A senior network designer suggests that you should improve network convergence times by reducing BGP timers between your CE router and the PE router of the
service provider. Which two factors should you consider to adjust the timer values? (Choose two.)

. service provider agreement to support tuned timers
. manual updates to the peer groups

. service provider scheduling of changes to the PE

. humber of routes on the CE router

. number of VRFs on the PE router

moQoOw>»

Answer: AD

NEW QUESTION 9

In search of a system capable of hosting, monitoring compiling. and testing code in an automated way, what can be recommended to the organization?
A. Jenkins

B. Ansible

C. Perl

D. Chef

Answer: A

NEW QUESTION 10
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Drag and drop the FCAPS network management reference models from the left onto the correct definitions on the right.

Fault Management ensures that network transit quality remains at acceptable levels
Configuration Management gathers usage statistics for users and business units
Accounting Management gathers and stores configuration code from network devices
recognizes, isolates, corrects, and logs events that occur in the
Performance Management network
Security Management controls access to assets in the network

Solution:
Fault Management = Recognize, isolates, comects, and logs events that occur in the network

Configuration Management = Gathers and stores configration code from network devices
Performance Management= ensures that network transit quality remains at acceptable laevels
Security Management= Controls access to assets in the network

Accounting Management= gathers usage statistics for users and business units|

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 11

Company XYZ is running SNMPv1 in their network and understands that it has some flaws. They want to change the security design to implement SNMPv3 in the

network Which network threat is SNMPv3 effective against?
A. man-in-the-middle attack

B. masquerade threats

C. DDoS attack

D. brute force dictionary attack

Answer: D

NEW QUESTION 12

A service provider recently migrated to an SD-WAN solution for delivering WAN connections to its customers. One of the main challenges with the SD-WAN
deployment is that branch site volume increases every year, which causes management complexity. Which action resolves the issue?

A. Implement a scalable network management system to manage all sites.
B. Adopt a well-structured SD-WAN service management lifecycle model
C. Build a service orchestration platform on top of the network controller
D. Set up a dedicated team to monitor and provision new customers

Answer: C

NEW QUESTION 13

Company XYZ has 30 sites using MPLS L3 VPN and the company is now concerned about data integrity. The company wants to redesign the security aspect of

their network based on these requirements:

« Securely transfer the corporate data over the private WAN

» Use a centralized configuration model.

» Minimize overhead on the tunneled traffic.

Which technology can be used in the new design to meet the company's requirements?

A. S-VTI

B. DMVPN
C. MGRE

D. GET VPN

Answer: D
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NEW QUESTION 14
An engineer is designing a DMVPN network where OSPF has been chosen as the routing protocol A
spoke-to-spoke 'J<ita propagation model must be set up Which two design considerations must be taken into account? (Choose two )

A. Configure all the sites as network type broadcast

B. The network type on all sites should be point-to-multipoint

C. The network type should be point-to-multipoint for the hub and point-to-point for the spokes.
D. The hub should be set as the DR by specifying the priority to 255.

E. The hub should be the DR by changing the priority of the spokes to O.

Answer: AE

NEW QUESTION 15
A multicast network is sing Bidirectional PIM. Which two combined actions achieve high availability so that two RPs within the same network can act in a redundant
manner? (Choose two)

A. Use two phantom RP addresses

B. Manipulate the administration distance of the unicast routes to the two RPs

C. Manipulate the multicast routing table by creating static mroutes to the two RPs
D. Advertise the two RP addresses in the routing protocol

E. Use anycast RP based on MSDP peering between the two RPs

F. Control routing to the two RPs through a longest match prefix

Answer: AF

Explanation:
https://community.cisco.com/t5/networking-knowledge-base/rp-redundancy-with-pim-bidir-phantom-rp/ta-p/31

NEW QUESTION 16
Company ABC uses IPv4-only. Recently they started deploying new endpoint devices. For operational reasons, IPv6 cannot be disabled on these new endpoint
devices. Which security measure prevents the new endpoint from learning an IPv6 prefix from an attacker?

A. Source Guard and Prefix Guard
B. Router Advertisement Guard

C. Prefix Guard

D. Secure Neighbor Discovery

Answer: B

NEW QUESTION 17
You are designing a large-scale DMVPN network with more than 500 spokes using EIGRP as the IGP protocol Which design option eliminates potential tunnel
down events on the spoke routers due to the holding time expiration?

A. Increase the hold queue on the physical interface of the hub router.

B. Increase the hold queue on the tunnel interface of the spoke routers
C. Increase the hold queue on the tunnel interface of the hub router

D. Apply QoS for pak_priority class

E. Increase the hold queue on the physical interface of the spoke routers.

Answer: C

NEW QUESTION 18
IPFIX data collection via standalone IPFIX probes is an alternative to flow collection from routers and switches. Which use case is suitable for using IPFIX probes?\

A. performance monitoring
B. security

C. observation of critical links
D. capacity planning

Answer: A

NEW QUESTION 19
Which two benefits can software defined networks provide to businesses? (Choose two.)

A. provides additional redundancy
B. decentralized management

C. reduced latency

D. enables innovation

E. reduction of OpEx/CapEx

F. meets high traffic demands

Answer: DE

NEW QUESTION 20
Which main loT migration aspect should be reviewed for a manufacturing plant?
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A. Sensors

B. Security

C. Applications

D. Wi-Fi Infrastructure
E. Ethernet Switches

Answer: A

NEW QUESTION 21
A company requires an RPO of less than 10 seconds to ensure business continuity. Which technology should be deployed?

A. geographically dispersed data centers with asynchronous replication

B. a single data center with duplicated infrastructure, dual PSUs, and a UPS
C. geographically dispersed data centers with synchronous replication

D. a single data center with duplicated infrastructure and dual PSUs

Answer: C

NEW QUESTION 22
Which DCI technology utilizes a “flood and learn” technique to populate the Layer2 forwarding table?

A. LISP
B.OTV
C. VPLS
D. EVPN

Answer: C

NEW QUESTION 23

A network engineering team is in the process of designing a lab network for a customer demonstration. The design engineer wants to show that the resiliency of
the MPLS traffic Engineering Fast Reroute solution has the same failover/failback times as a traditional SONET/SDH network (around 50MSEC). In order to
address both link failure and node failure within the lab typology network, which type of the MPLS TE tunnels must be considered for this demonstration?

A. TE backup tunnel

B. Next-hop (NHop) tunnel

C. FRR Backup tunnel

D. next-next-hop (NNHop) tunnel

Answer: D

NEW QUESTION 24
When designing a WAN that will be carrying real-time traffic, what are two important reasons to consider serialization delay? (Choose two )

A. Serialization delays are invariable because they depend only on the line rate of the interface

B. Serialization delays are variable because they depend on the line rate of the interface and on the type of the packet being serialized.
C. Serialization delay is the time required to transmit the packet on the physical media.

D. Serialization delays are variable because they depend only on the size of the packet being serialized

E. Serialization delay depends not only on the line rate of the interface but also on the size of the packet

Answer: BD

NEW QUESTION 25
Which service abstracts away the management of the operating system, middleware, and runtime?

A. laaS

B. PaaS
C. SaaS
D. BMaaS

Answer: B

Explanation:

laaS, PaaS, and SaaS each offer a progressive layer of abstraction after that. laaS abstracts away the physical compute, network, storage, and the technology
needed to virtualize those resources. PaaS goes a step further and abstracts away the management of the operating system, middleware, and runtime.
https://www.ibm.com/topics/iaas#:.~:text=laaS%20abstracts%20away%20the%20physical,system%2C%20midd

NEW QUESTION 26

Company XYZ is in the process of identifying which transport mechanism(s) to use as their WAN technology. Their main two requirements are.
« a technology that could offer DPI, SLA, secure tunnels, privacy, QoS, scalability, reliability, and ease of management

* a technology that is cost-effective

Which WAN technology(ies) should be included in the design of company XYZ?

A. Software-defined WAN should be the preferred choice because it complements both technologies, covers all the required features, and it is the most cost-
effective solution.

B. Internet should be the preferred option because it is cost effective and supports BFD, IP SL

C. and IPsec for secure transport over the public Internet.

D. Both technologies should be use
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E. Each should be used to back up the other one; where the primary links are MPLS, the internet should be used as a backup link with IPsec (and vice versa).
F. MPLS meets all these requirements and it is more reliable than using the Interne
G. It is widely used with defined best practices and an industry standard.

Answer: A
NEW QUESTION 27

The Company XYZ network requires OSPF dead neighbor detection in a subsecond manner However the company network does not support BFD Which other
feature can be used to fulfill the design requirement?

A. STP
B. fast hello
C. LFA
D. DPD
Answer: B

NEW QUESTION 28
How can EIGRP topologies be designed to converge as fast as possible in the event of a point-to-point link failure?

A. Limit the query domain by use of distribute lists.

B. Build neighbor adjacencies in a triangulated fashion.
C. Build neighbor adjacencies in squared fashion.

D. Limit the query domain by use of summarization.

E. Limit the query domain by use of default routes.

Answer: D

NEW QUESTION 29
SDN is still maturing Throughout the evolution of SDN which two things will play a key role in enabling a successful deployment and avoiding performance visibility
gaps in the infrastructure? (Choose two.)

A. rapid on-demand growth

B. dynamic real-time change

C. falling back to old behaviors

D. peer-to-peer controller infrastructure
E. integration of device context

Answer: BE

NEW QUESTION 30

You are tasked with the design of a high available network. Which two features provide fail closed environments? (Choose two.)
A. EIGRP

B. RPVST+

C. MST

D. L2MP

Answer: AB

NEW QUESTION 31
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