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NEW QUESTION 1
When email authentication is configured on Cisco ESA, which two key types should be selected on the signing profile? (Choose two.)

A. DKIM

B. Public Keys

C. Domain Keys
D. Symmetric Keys
E. Private Keys

Answer: AC

NEW QUESTION 2

DRAG DROP

Drag and drop the steps to configure Cisco ESA to use SPF/SIDF verification from the left into the correct order on the right.
Select and Place:

Associate the filter with a nominated sten 1
incoming mail policy.
Configure a filter to take necessary action 1602
on SPF/SIDF verification results. i
Create a custom mail-flow policy for verifying step 3
incoming messages by using SPF/SIDF. |
Test the results of message verification. step 4
Configure a sendergroup to use the custom step S
mail-flow policy. i
Solution:
Associate the filter with a nominated Create a custom mail-flow policy for verifying |
incoming mail policy. | incoming messages by using SPF/SIDF.
Configure a filter to take necessary action Configure a sendergroup to use the custom
on SPF/SIDF verification results. mail-flow policy.

Create a custom mail-flow policy for verifying | Associate the filter with a nominated
incoming messages by using SPF/SIDF. | imcoming mail policy.

Configure a filter to take necessary action

Test the results of message verification. on SPE/SIDF verification results.

Configure a sendergroup to use the custom

; : Test the results of message verification.
- mail-flow policy.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 3
What is the maximum message size that can be configured for encryption on the Cisco ESA?

A. 20 MB
B. 25 MB
C.15 MB
D. 30 MB

Answer: A

NEW QUESTION 4

An analyst creates a new content dictionary to use with Forged Email Detection.
Which entry will be added into the dictionary?

A. mycompany.com

B. Alpha Beta
C. "Alpha\ Beta$
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D. Alpha.Beta@mycompany.com

Answer: A

NEW QUESTION 5
Which action is a valid fallback when a client certificate is unavailable during SMTP authentication on Cisco ESA?

A. LDAP Query
B. SMTP AUTH
C. SMTP TLS
D. LDAP BIND

Answer: B

NEW QUESTION 6
Which two statements about configuring message filters within the Cisco ESA are true? (Choose two.)

A. The filters command executed from the CLI is used to configure the message filters.

B. Message filters configuration within the web user interface is located within Incoming Content Filters.
C. The filterconfig command executed from the CLI is used to configure message filters.

D. Message filters can be configured only from the CLI.

E. Message filters can be configured only from the web user interface.

Answer: AD

NEW QUESTION 7
How does the graymail safe unsubscribe feature function?

A. It strips the malicious content of the URI before unsubscribing.

B. It checks the URI reputation and category and allows the content filter to take an action on it.

C. It redirects the end user who clicks the unsubscribe button to a sandbox environment to allow a safe unsubscribe.
D. It checks the reputation of the URI and performs the unsubscribe process on behalf of the end user.

Answer: D

NEW QUESTION 8
Which two components must be configured to perform DLP scanning? (Choose two.)

A. Add a DLP policy on the Incoming Mail Policy.

B. Add a DLP policy to the DLP Policy Manager.

C. Enable a DLP policy on the Outgoing Mail Policy.

D. Enable a DLP policy on the DLP Policy Customizations.
E. Add a DLP policy to the Outgoing Content Filter.

Answer: BC

NEW QUESTION 9

What is a benefit of implementing URL filtering on the Cisco ESA?
A. removes threats from malicious URLs

B. blacklists spam

C. provides URL reputation protection

D. enhances reputation against malicious URLS

Answer: C

NEW QUESTION 10

When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value?
A. 30 seconds

B. 90 seconds

C. 60 seconds

D. 120 seconds

Answer: C

NEW QUESTION 11

Which scenario prevents a message from being sent to the quarantine as an action in the scan behavior on Cisco ESA?

A. A policy quarantine is missing.
B. More than one email pipeline is defined.

Answer: A
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NEW QUESTION 12
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