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NEW QUESTION 1

When software is upgraded on a vManage NMS, which two image-adding options store images in a local vManage software repository? (Choose two.)

A. To be downloaded over
B. To be downloaded over
C. To be downloaded over
D. To be downloaded over
E. To be downloaded over

Answer: CD

NEW QUESTION 2
Which API call retrieves a |

a SMTP connection
a SNMP connection
an out-of-band connection
a control plane connection
an ICMP connection

ist of all devices in the network?

A. https://lvmanage_IP_address/dataservice/system/device/{{model}}

B. http://vmanage_IP_addr

ess/dataservice/system/device/{{model}}

C. http://lvmanage_IP_address/api-call/system/device/{{model}}
D. https://lvmanage_IP_address/api-call/system/device/{{model}}

Answer: A

Explanation:

Display all available vEdge routers in the overlay network.

GET https://{vmanag

NEW QUESTION 3

e-ip-address}/dataservice/system/device/vedges

An engineer is adding a tenant with location ID 399533345 in vManage. What is the maximum number of alphanumeric characters that is accepted in the tenant

name filed?

»

4
28
56

cowz>
® NP

Answer: B

Explanation:

In the Add Tenant window:

a.  Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.

NEW QUESTION 4

A network administrator configures SNMFV3 on a Cisco WAN Edge router from CL | for monitoring purposes How many characters are supported by the snmp

user username command?

A.from1to 8

B. from 1to 16
C. from 1to 32
D. from 1 to 48

Answer: C

NEW QUESTION 5
Which two requirements m

ust be met for DNS inspection when integrating with cisco umbrella? (Choose two)

A. Upload the WAN Edge serial allow list to the Umbrella portal.

B. Attach security policy to

the device template.

C. Configure the Umbrella token on the vManage
D. Create and attach a System feature template with the Umbrella registration credentials.

E. Register and configure t
Answer: BC

Explanation:

he vManage public IP and serial number in the Umbrella portal.

https://www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella.pdf?la=en

NEW QUESTION 6

Which component is used for stateful inspection of TCP, UDP. and ICMP flows in Cisco SD-WAN firewall policies?
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A. zones

B. sites

C. subnets
D. interfaces

Answer: A

NEW QUESTION 7

An engineer is configuring a shaping rate of 1 Mbps on the WAN link of a WAN Edge router Which configuration accomplishes this task’?
vpn vpn-id
interface interface-name
shaping-rate 1000000

vpn vpn-id
interface interface-name
shaping-rate 1000

interface interface-name
vpn vpn-id
shaping-rate 1000000

interface interface-name
vpn vpn-id
shaping-rate 1000

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 8
Which routing protocol has the highest default administrative distance?

A. OMP
B. external EIGRP
C.ISs-IS
D. IBGP

Answer: A

NEW QUESTION 9
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

IP address target1
color target2
encapsulation target3

VPN

service

Solution:

A TLOC, or Transport Location, is the attachment point where a WAN Edge router connects to the WAN transport network. A TLOC is
uniquely identified and represented by a three-tuple, consisting of system IP address, link color, and encapsulation (Generic Routing
Encapsulation [GRE] or IPsec)

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 10
What prohibits deleting a VNF image from the software repository?
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A. if the image is stored by vManage

B. if the image is referenced by a service chain

C. if the image is uploaded by a WAN Edge device
D. if the image is included in a configured policy

Answer: D

NEW QUESTION 11
Which protocol is used between redundant vSmart controllers to establish a permanent communication channel?

A. IPsec
B. HTTPs
C.DTLS
D. SSL

Answer: C

NEW QUESTION 12
Which two resource data types are used to collect information for monitoring using REST API in Cisco SD-WAN? (Choose two.)

A. POST
B. DELETE
C. scalar
D. array

E. PUT

Answer: CD

NEW QUESTION 13
How many vCPUs and how much RAM are recommended to run the vSmart controller on the KVM server for 251 to 1000 devices in software version 20.4.x?

A. 4vCPU

B. 16 GB
C.4vCPU
D.8GB

E. 8vCPU

F. 16 GB

G. 2vCPUs.4GB

Answer: B
NEW QUESTION 14

An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant
name field?

(o2}

4
28
56

00 w»
N B

Answer: B

Explanation:

Ak - A 1 E TR e R
B A .} | I

NEW QUESTION 15
An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?
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vpn 0
interface ath1

ip address 199.1.1.1/28

& tunnel-interface
allow-service sshd

allow-service netconf

no shutdown

vpn 5§12
interface eth

g Ipaddress 199.1.1.1/28

tunnel-interface
aAllow-service sshd
allow-service netco

vpn 0
interface eth1

nf

C ip address 198.1.1.1/28

tunnel-interface
allow-service sshd
allow-service ntp

vpn 512
interface athi

ip address 199.1.1.1/28

0. tunnsl-interface

allow-service netconf
no allow-service ntp
no allow-service stun

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 16
Refer to the exhibit.

Edgel# show cont

EER PEER PEER
PE PROT SYST

smart dtls 10.2
smart dtls 10.2
bond drls 0.0.
bond dtls 0.0.
anage dtls 10.1

rol connections

SITE
EM IP ID
2.2 1
+2I2 1
0.0 (4]
0.0 0
o B | 1

DOMAIN PEER

ID PRIVATE IP
1 10.50.0.5
1 10.50.0.5
0 10.50.0.9
0 10.50.0.9
0 10.50.0.1

PEER
PRIV PEER
PORT PUBLIC IP

12446 10.50.0.5
12446 10.50.0.5
12346 10.50.0.9
12346 10.50.0.9
12446 10.50.0.1

up

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which

configuration achieves t
A)

his goal?
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A. Option A
B. Option B
C. Option C
D. Option D
Answer: A

NEW QUESTION 17

In which file format is a critical severity report downloaded from the MONITOR | ALARM tab in the vManage GUI?

A. .txt

B. .pdf
C.csv
D. xlIsx

Answer: C

NEW QUESTION 18

An engineer configured a data policy called ROME-POLICY. Which configuration allows traffic flow from the Rome internal network toward other sites?

A. apply-policy site-list Rome data-policy ROME-POLICY from-tunnel
B. apply-policy site-list Rome data-policy ROME-POLICY from-service

C. site-list Rome control-policy ROME-POLICY in
D. site-list Rome control-policy ROME-POLICY out

Answer: A

NEW QUESTION 19
Refer to the exhibit
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The network team must configure EI GRP peering at HQ with devices in the service VPN connected to WAN Edge CSRv. CSRv is currently configured with

viptela-system:system

device-mode| vedge-cloud
host-nam CSRv
location CA

system-ip 10444
domain-id 1
site-id 1

organization-name ABC
clock timezone US/Newyork
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restart

Which configuration on the WAN Edge meets the requirement?

A)

vpn 0
interface gel/D
description “*** Internat Clrcult ==
ip address 209.165.200. 229730
tunnel-intarface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast

maximum-path paths 4
network 10.0.0.0/28

redistnbute omp

vepn 312
interface eth0
shutdown

B)
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wpn 0
interface gel/0
description "= Internet Circuit ="
ip address 209.168.200.22%/20
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

vpn 312
interface eth(0
shutdown

C)

vpn 0
interface ge0/0
description “*** Intermet Circuir ~="
ip address 208.166.200.228/30
tunnel-interface
sncapsulation ipsec
color public-internet
allow-service all

vpn 1
router
sigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

Interface gel’
ip address 10.0.0.1/28

vpn §12
interface ethi
shutdown

D)
vpn 0
vpn 1
interface gel/0
description “*** Inmternet Circuit "™
Ip address 209.168.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast

maximum-path paths 4
network 10.0.0.0/28

redistribute omp

interface ge0
ip address 10.0.0.1/28

vpn 512
interface eth0
shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 20
Drag and drop the security terminologies from the left onto the PCI-compliant network features and devices on the right.
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Iransoot seCurity [ 5%

DIV SeCurty F Jone-based frewall and VPGS
segmentaton IPsec VON

atack prevention firews

Solution:
Graphical user interface, application Description automatically generated

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 21
When a WAN Edge device joins the SD-WAN overlay, which Cisco SD-WAN components orchestrates the connection between the WAN Edge device and a
vSmart controller?

A. vManage
B. vBond

C. OMP

D. APIC-EM

Answer: B

Explanation:

When a vEdge device comes up, how does it automatically discover Cisco vManage and Cisco vSmart
Controller and establish connections with them? It does so with help from Cisco vBond Orchestrator.

NEW QUESTION 22
Refer to the exhibit.

Cisco vManage il

I3 CONFIGURATION | POLICIES

© Add Access Control List Policy - JER Acciis List 3 —

Pt
L,

| Bescriptic

Data ACL =Access Control List (IPv) Data_ACL 1 admin

An engineer must block FTP traffic coming in from a particular Service VPN on a WAN Edge device Which set of steps achieves this goal?
A. Create a localized policy and add it to (he interface feature template

B. Create a localized policy add it to the device template and add an ACL to the interface feature template

C. Create a prefix tat, add it to the localized policy and add it to the interface feature template

D. Create a localized policy add it to VPN template and add an ACL to the interface feature template

Answer: C

NEW QUESTION 23
Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



V Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/300-415-exam-dumps.html (358 New Questions)

Solution:

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 24

Create lists c m == siale
I that an engineer can call in the
match or action components of a policy

Associate a policy with sites and VPNs in
the overlay network

Create the match and action conditions
of a policy

An engineer must use data prefixes to configure centralized data policies using the vManage policy configuration wizard. What is the first step to accomplish this

task?

A. Create groups of interest

B. Configure network topology.

C. Configure traffic rules.

D. Apply policies to sites and VPNs.

Answer: A

NEW QUESTION 25

Which command verifies a policy that has been pushed to the vEdge router?

A. vEdge# show running-config data policy
B. vEdge# show policy from-vsmart

C. vSmart# show running-config policy

D. vSmart# show running-config apply-policy

Answer: B

NEW QUESTION 26

An engineer must deploy a QoS policy with these requirements:

* policy name: App-police

* police rate: 1000000

* burst: 1000000

« exceed: drop

Which configuration meets the requirements?
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vpn-ist VPN10
sequence 1
match
A app-list youtube
ACUoN accepl
sot

policer App-police

policy
data-policy policy-name
vpn-list 10
B sequence 1
action accept
set

policer App-police

vpn 10

imterface ged/0/0
C. set

policer App-police in
default action accept
policy
O action accept
set
policer App-police

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 27
Drag and drop the definitions from the left to the configuration on the right.

matching condition that allows

traffic flow between two zones destination zone

grouping of VPNs where the data

traffic flows originate firewall policy

container that associates
source zone
forwarding and blocking decisions
grouping of VPNs where the data zone pair
traffic flows terminate
Solution:
* Source zone—A grouping of VPNs where the data traffic flows oniginate, s
+ Destination 2one— grouping of VPNs where the data traffic flows terminate. A VPN can be part of only ane zone '
¢ Zone-based firewall policy—A dats policy, similar to a localized data policy, that defines the conditions that the dats
traffic flow from the source zone must match to allow the flow to continue to the destination zone. Zone-pased firewells car mal 3;:-’%"i:-":~z.i:,ﬂafs.a-"
protacols TCP, UDP, and ICMP. Matching flows can be accepted or dropped, and the packet headers can be logged. Nonmatching flows are dropped by de

'ED.‘TEEEIF—*.L'-.G”:I that associates 3 source Zone with 2 destination zone and that ,ﬂp.::c-l e-nased firewa poiicy to tne tramic al TIows netweer

-l|r~.l'|'\.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 28

Which OMP route is selected for equal OMP route preference values on WAN Edge routers?
A. route with higher TLOC preference value

B. route with origin type of connected
C. route with origin type of static
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D. route with lower TLOC preference value

Answer: A

NEW QUESTION 29

Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or IPS?

A. vBond

B. WAN Edge
C. vSmart

D. Firewall

Answer: C

NEW QUESTION 30

Which configuration changes the packet loss priority from low to highly?

A)

policer conp-traffic

. ..
L= N ™ 1o

=
L |
4
=

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

Explanation:

we change the PLP from low to high (configured by the policer exceed remark command)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qos-book/forwarding-gqos.h

NEW QUESTION 31
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