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NEW QUESTION 1

Scenario: A Citrix Engineer has configured Citrix Application Delivery Management (ADM) to monitor applications presented by Citrix ADC appliances. When
reviewing the App Security Dashboard, the engineer finds no data.

What must the engineer do to ensure data is being collected from the applications?

A. Enable AppFlow for Security Insight on the instances in Citrix ADM.

B. Update the password stored in the instance profile on Citrix ADM.

C. Point the default route on Citrix ADM to the subnet with the NSIPs of the Citrix ADC appliances.
D. Enable the Web App Firewall feature on the Citrix ADC appliances.

Answer: A

NEW QUESTION 2
Which feature of Citrix Web App Firewall builds rules from known good traffic?

A. Sessionization

B. App Expert

C. Adaptive learning engineer
D. SNORT signatures

Answer: C

NEW QUESTION 3
Which security model should a Citrix Engineer implement to ensure that only appropriate traffic that matches the expected application behavior is permitted to pass
through to the web application?

A. Dynamic
B. Hybrid

C. Positive
D. Negative

Answer: C

NEW QUESTION 4

Scenario: A Citrix Engineer implements Application-level Quality of Experience (AppQoE) to protect a web application. Shortly after that, users call to complain that
nearly every request is being met with a Captcha.

What can the engineer do to improve the user experience?

A. Disable the Captcha.

B. Increase the DOS Attack Threshold.
C. Increase the Policy Queue Depth.
D. Increase the Session Life.

Answer: B

NEW QUESTION 5
Which feature of Learning should a Citrix Engineer configure to direct Citrix Web App Firewall to learn from specific sessions?

A. Advanced policy expression filter

B. Default policy expression filter

C. Trusted Learning Clients list

D. Manage Content Types for Safe Commerce

Answer: C

NEW QUESTION 6
Which setting in the Cookie Consistency protection feature does a Citrix Engineer need to configure to ensure that all a cookie is sent using TLS only?

A. Encrypt Server Cookies > Encrypt All

B. Flags to Add in Cookies > Secure

C. Encrypt Server Cookies > Encrypt Session Only
D. Proxy Server Cookies > Session Only

Answer: B

NEW QUESTION 7
A Citrix Engineer wants to quietly track attempts that cause a web application to display a list of all user accounts.
Which action should the engineer enable to achieve this?

A. Stats
B. Block
C. Log

D. Learn

Answer:
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NEW QUESTION 8

Scenario: A Citrix Engineer is implementing Citrix Web App Firewall to protect a new web application. The engineer has created a profile, configured the relaxation
rules, and applied signature protections. Additionally, the engineer has assigned the profile to a policy and bound the policy to the application.

What is the next step for the engineer in protecting the web application?

A. Update the global default Citrix Wed App Firewall profile with the new signature file.
B. Enable the Signature Auto-Update feature.

C. Enable logging on key protections.

D. Test the web application protections with a group of trusted users.

Answer: B

NEW QUESTION 9

Scenario: A Citrix Engineer Is using Citrix Application Delivery Management (ADM) to manage 20 Citrix ADC VPX appliances. The engineer has added the
instances to Citrix ADM. The nsroot password has been changed but is the same across all 20 instances.

The engineer needs to update with the new password in Citrix ADM to ensure continued connectivity to the appliances. (Choose the correct option to complete the
sentence.)

A. the profile assigned to each instance

B. the instance group

C. each instance

D. the profile assigned to the instance group

Answer: A

NEW QUESTION 10
What can a Citrix Engineer do to aggregate Citrix Web App Firewall log messages to a central location?

A. Enable AppFlow and forward AppFlow records to a Citrix Application Delivery Management (ADM) server.
B. Modifythe CitrixWeb App Firewall settings.

C. Create a Citrix Web App Firewall Audit policy.

D. Create a Responder action and policy, and bind it to the virtual server.

Answer: C

NEW QUESTION 11

Scenario: A Citrix Engineer is reviewing the Citrix Web App Firewall log files using the GUI. Upon further analysis, the engineer notices that legitimate application
traffic is being blocked.

What can the engineer do to allow the traffic to pass through while maintaining security?

A. Note the protection blocking the traffic in the log entr

B. Edit the profile and deselect the Block action for the protection.

C. Select the check box in the log entr

D. Choose Dismiss to allow the traffic to pass through from the Action menu.
E. Note the protection blocking the traffic in the log entr

F. Create a new profile and policy and bind it with a larger priority number.
G. Select the check box in the log entr

H. Choose Edit & Deploy to create a relaxation rule from the Action menu.

Answer: D

NEW QUESTION 12

Scenario: A Citrix Engineer is implementing Integrated Caching to increase performance of a web application. The Application Engineer replaces a small logo on
the main page with a new one. Later on, when the engineer attempts to access the page, the old logo is displayed. Which enabled setting in the Content Group
would cause this to happen?

A. Ignore browser's reload request

B. Do not cache—if size exceeds 500 KB
C. Expire content after 60 seconds

D. Do not cache—if hits are less than 1

Answer: A

NEW QUESTION 13

A Citrix Engineer wants to create a configuration job template to add a DNS nameserver to each Citrix ADC instance. What is a valid variable name for the DNS
nameserver?

A. %dns_nameserver%

B. %dns_nameserver

C. $dns_nameserver$

D. $dns nameserver

Answer: C
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NEW QUESTION 14

Scenaho: A Citrix Engineer needs to block requests from a list of IP addresses in a database maintained by the Security team. The Security team has built a web
application that will send a response of either "Blocked" or "Allowed," based on whether the given IP address is on the list. Which expression should the engineer
use to extract the status for policy processing?

A. HTTP.RES.STATUS

B. HTTP.RES.HEADERfConnection™)

C. HTTP.RES.BODY(1000)

D. HTTP.RES.CONTENT LENGTH.GT(0)

Answer: B

NEW QUESTION 15
Which Citrix Application Delivery Management (ADM) Analytics page allows a Citrix Engineer to monitor web application traffic?

A. Web Insight
B. WAN Insight
C. HDX Insight
D. Gateway Insight

Answer: A

NEW QUESTION 16
A Web Application Engineer is reviewing log files and finds that a large number of bad HTTP requests are being sent to the web application servers.
What can the Citrix ADC Engineer to do prevent bad HTTP requests from getting to the web application?

A. Create an HTTP profile and select 'Drop invalid HTTP requests’.Assign the HTTP profile to the virtual server.

B. Create an HTTP profile and select 'Drop invalid HTTP requests’.Assign the HTTP profile to the Web App Firewall policy.
C. Modify the default HTTP profile and select 'Drop invalid HTTP requests’.Bind the default HTTP profile globally.

D. Select ‘Change HTTP Parameters’ under System > Settings.Select 'Drop invalid HTTP requests’.

Answer: C

NEW QUESTION 17

Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway. The engineer creates the authentication policies and binds the
policies to the appropriate bind points. The engineer creates a custom form using Notepad++ to format the page which will capture the user’s credentials.
What is the first step the engineer must perform to assign this form to the authentication process?

A. Create a login schema policy and bind it to the authentication virtual server.

B. Bind the authentication policy to the primary authentication bank of the Citrix Gateway
C. Create a login schema profile and select the uploaded file.

D. Create an authentication policy label and bind it to an authentication policy.

Answer: B

NEW QUESTION 18

Scenario: A Citrix Engineer needs to forward the Citrix Web App Firewall log entries to a central management service. This central management service uses an
open log file standard.

Which log file format should the engineer use in the Citrix Web App Firewall engine settings to designate the open log file standard?

A. CEF
B. IS

C.wW3C
D. TLA

Answer: A

NEW QUESTION 19
Which security model should a Citrix Engineer implement to make sure that no known attack patterns pass through Citrix Web App Firewall?

A. Hybrid
B. Static
C. Positive
D. Negative

Answer: D

NEW QUESTION 20

A Citrix Engineer has defined an HTTP Callout, hc_authorized_location, to return the value “Authorized” if client’'s IP address is on a list of authorized external
locations.

Which advanced expression should the engineer use in a policy for testing this condition?

A. SYS.HTTP_CALLOUT(hc_authorized_location).IS_TRUE

B. SYS.HTTP_CALLOUT(hc_authorized_location).EQ(“Authorized”)

C. SYS.HTTP_CALLOUT(hc_authorized_location).IS_VALID

D. SYS.HTTP_CALLOUT (hc_authorized_location).EQUALS_ANY (“Authorized”)
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Answer: D

NEW QUESTION 21
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